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"result": bool,
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"result": OCSPResponseStatus<string>
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}
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}
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Post

Content-Type: application/json
Accept: text/plain
ChainValidationRequest<byte[]>
{

"certificate": [
byte(]
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"vaProfile": "string" ¢ Lzsl
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200 Success / 400 BadRequest
255 T el gl 51 s 03
{

"error": string,
"result": IEnumerable<OCSPResponseStatus<byte[]>
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"certificateStatus": CertificateStatus, ) oyleds Jgo
e e
"revocationTime": dateTime,
[ 2ls os Jbob &y5050 | 2158 JUail (e
Y ool Jgu

[ (155 o2 Jbb &y | oalss Jlal e

"revocationReason": RevocationReason,

"certificate": byte[]
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}
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"statusCode": number => 200 Success / 500 Error
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Post
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{
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"result": IEnumerable<OCSPResponseStatus<string>

[
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api/VAService/ValidateCertificateByCRLExRaw

Request
Post

Content-Type: application/json
Accept: text/plain
ValidateRequest<byte[]>

{
"certificate": byte[],

Header

bytell v b orw licl oz s )50 oalsS
"vaProfile": "string" s Lzsl
CRL J;ls o Ay LS”J)*"’Q CAQ,’> oolaiwl S,90 JA[BB)J ﬁl.‘

Response
Status Code 200 Success / 400 BadRequest

200 Schema CRL sy 5l (2i55L ames

{
“error": "string",
"result": CRLRevocationResult<byte[]>
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Request
Method

Header

Schema

Response
Status Code

200 Schema

[Cal

{
"isValid": bool,

Bl DT (i Lel s
"revocationTime": dateTime,
[8155 oog bl oy50,0 ] (155 Sl (Lo
"certificate": byte[]
bytell cuw,i b oo oeiw liel Lalss
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"statusCode": number => 200 Success / 500 Error

api/VAService/ValidateCertificateByCRLEx

Post

Content-Type: application/json
Accept: text/plain
ValidateRequest<string>

{

"certificate": "string",
Basebd cw i b iwliel cqa lais g0 oalsS
"vaProfile": "string" s Lz

200 Success / 400 BadRequest
CRL (g2 5 (2855 4z
{

"error": "string",
"result": CRLRevocationResult<string>

{
"isValid": bool,
Pl T (i Lsl i
"revocationTime": "dateTime",
[8155 gog bl oy50,0 ] (155 Sl (Lo
"certificate": "string"
Basebd cu s b oad (o lisl alss
2

"statusCode": number => 200 Success / 500 Error

}
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api/VAService/ValidateCertificateByCRLRaw

Request
Method Post

Content-Type: application/json
Accept: text/plain
ValidateRequest<byte[]>

{

"certificate": byte([],
Schema bytell cu b o luel cqz s,50 215

"vaProfile": "string" . Lzsl

Header

CRL &bwﬁwwﬁwoéw‘ S)90 J.vlﬁj)a f’l"

Response
Status Code 200 Success / 400 BadRequest
200 Schema BlsS T i Ltel ases
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

api/VAService/ValidateCertificateByCRL

Request

Post

Content-Type: application/json
Accept: text/plain
ValidateRequest<string>

{

"certificate": "string",
Basebd cw i b iwjlicl cgx (Lis g alsS
"vaProfile": "string" . Lzl

CRL JJ[SMAJLSM)MQCAVOQLO.W‘ S,90 JA[BB)J ﬁl.‘

Response
Status Code 200 Success / 400 BadRequest

200 Schema 2lsS T o el ass
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“error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}
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api/VAService/ValidateCertificateListByCRLRaw

Request
Method Post

Content-Type: application/json
Accept: text/plain
ChainValidationRequest<byte[]>
{

"certificate": [

byte(]
Iy

Header

bytell co s b or lucl ca iy 8155 51 (i 03
"vaProfile": "string" s x5l
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Response
Status Code 200 Success / 400 BadRequest

200 Schema VU B TX RPN L IEOY-

{

"error": "string",
"result": CRLRevocationResult<byte[]>
[
{
"isValid": bool,
2155 BT (i el azs
"revocationTime": "dateTime",
[ 2l oog b )50, ] (2158 JUasl e
"certificate": byte[]
bytell cw s b ons v Liel Lalss
}
J,
"statusCode": number => 200 Success / 500 Error

}
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api/VAService/ValidateCertificateListByCRL

Request
Method Post

Content-Type: application/json
Header )
Accept: text/plain
ValidateRequest<string>

{

"certificate": [
"string"
Schema ]
Baseb4 cup b o litel cqa jls 90 0lsS I (St 0

"vaProfile": "string" ¢ Lzsl

CRL BB s g s Sz oolail 50 g U

Response
Status Code 200 Success / 400 BadRequest

CRL i i ol 5] ey
200 Schema s 3 55k @l Sl (S e

{
"error": "string",
"result": CRLRevocationResult<string>
[
{
"isValid": bool,
2155 BT (s el as
"revocationTime": "dateTime",
[ IS o9 Jbb &)y50,0 | alss Sl oyl
"certificate": "string"
Baseb4d cw i b oo miwlicl alss
}
],
"statusCode": number => 200 Success / 500 Error

}
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/api/VAService/ValidateCertificateByKeyUsageRaw
Request
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Method

Header

Response
Status Code

200 Schema

Request
Method

Schema

Response
Status Code

200 Schema
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Post
Content-Type: application/json
Accept: text/plain
ValidateRequest<byte[]>
{
"certificate": byte[],
bytell cwys b o) slas )5 () caz i y0 255

"vaProfile": "string" 4

358550 oo )5 s (pam s gz eolitul 5550 g pU

200 Success / 400 BadRequest
Rl b)) e
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

/api/VAService/ValidateCertificateByKeyUsage

Post
Content-Type: application/json
Accept: text/plain
ValidateRequest<string>

{

"certificate": "string",

Baseb4 cu bl o)l (sloo )5 () Stz Jlain 50 oalsS

"vaProfile": "string" 4>y

350550 oo )5 a4 (o yws gz eolitul 5550 g o

}
200 Success / 400 BadRequest
Bl 2l e

{

"error": "string",

"result": bool,

"statusCode": number => 200 Success / 500 Error
}
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A g
ol aseine VAProfile ,o abg o K 0 a5 e ExtendedKeyUsage 5 KeyUsages oy 5l oolanwl b ae ol )0
a8 Gl oy 4 p3Y 00,5 o sy (Rl9S aBlianwgi lao IS g 2lsT slas IS ]
Sl SIE LY o leds Jgaz 40 g3 g0 oMl 51000 paiz b S g5 oo 5l 4 4> b KeyUsages 5,0 )
e jabdy all oo | Ceadle cancd ol jo suiSTas aSTLLS
KeyUsages="DIGITALSIGNATURE|NONREPUDIATION" L KeyUsages="6|7"
59 0810,13 5L o aiBlarwgs oo o)l 51 S5 ,a OID Wb ExtendedKeyUsage s o .Y
e by adb o | codle Cand () o saiiSlaz SIS
ExtendedKeyUsage="1.2.840.113583.1.1.5|1.3.6.1.5.5.7.3.1"
gl Slad gy il o5 b vaProfile el b 4 20 lads 092 5l oMbl >

9% 1y ol (ExtendedKeyUsage) axdbanwgs slas )5 5 (KeyUsage) calsS s slao )5 1lg5 co aite ol 5l ool b
a5 Do 4 VASEIVICE gy ;0 Cwods ol (soaiasds] )l ae s 0508 o) » VaPTOfile JLs )l a4 5Ls
/api/VAService/ValidateCertificateByKeyUsageExRaw
Request
Method Post
Content-Type: application/json

Accept: text/plain
ValidationByKeyUsageRequest<byte[]>

{
"certificate": byte[],

Header

bytell cu b o @las )l ooy p Sz 5o )50 o155
"keyUsages": [
IEnumerable<KeyUsage> )\ a>g
Schema 1,
s Sl 5 yse slas )5 5l (s 08
"extendedKeyUsages": |

IEnumerable<string> Y a5

]

2 &l LS 8550 Al dnugi slas IS 51 s

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema 2lsS byl 4
{

“error": "string",

"result": bool,
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- "statusCode": number => 200 Success / 500 Error
}

/api/VAService/ValidateCertificateByKeyUsageEx

Request

Post
Content-Type: application/json
Accept: text/plain
ValidationByKeyUsageRequest<string>
{
"certificate": "string",
Base6d cup b o) (sloo )l (wyp Stz S0 )50 2155
"keyUsages": |
IEnumerable<KeyUsage> ) 4y
Schema 1,
o Sl )5e Glao )5 I (S e
"extendedKeyUsages": [

IEnumerable<string> Y g
]
s &lp 5k )50 slo Old I i e
}
Response
Status Code 200 Success / 400 BadRequest
200 Schema 2155 bl e
{

"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

a2 g3
Tog 4 p3Y 00,5 oo o) Sl 0als asie KeyUsages ald jo aS w4 loslanl b o2ls3 slas )18 )
B LY olads Joaz 10 35250 oM 510500 paiz b G gl oo jls 4 4> 95 L KeyUsages uls jo a5 el

il jebas ol oo, Cedle e g8 (il jo caiiSTas SSTIS Lol
"keyUsages": [

6,7
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AR

oy ol 00 ezt ExtendedKeyUsage ol o a8 b 5l eoliiwl b algS ablbaswgs slas )l .Y
3 e aBlian g o IS 51 SO 2 OID oL ExtendedKeyUsage ald jo a5 05d az g5 g oo
g ooy 1,8
e jsbas il so, cedle Cand (pl j3 oaiiSTaz SIS
"extendedKeyUsages": [

"1.3.6.1.5.5.7.3.2","1.3.6.1.5.5.7.3.1"

]
a 058 Jla )l Jlade gy dbbgs e yiel il el o ExtendedKeyUsage L 4 KeyUsage .,y 4 5Ls pae & jg0,0
iJle ok
"extendedKeyUsages": [

]

aolinalss el IS oy V/7
Nz 5 oo e 95 jslaie (pl (gl 09l (o o delilsS i Liel Lz ez ge sla o jlaibiul dns ) ol o
‘_g|ﬁ Jd> (v:gl.}' 3las D9l o0 Ao gl Lol o)|.> 0479 o (gogod éjl.'a' “SLJ Cloass b (o pdy ulas ‘_.;b;. aS oo (gjlwooly
23,5 oolaiwl o, lie!
Il (o0 ) Dyge & e wle 3 (oLl g,
2l oo p)lS )y )
GBI 0y sy Y
OCSP sy o0licisl Ly alsS _mies lizel ¥
OCSP sy pos 5] el il o pe 390 )0 CRL 6 51 oolizasl b _colsS ot lzel ¥
25T slasl )b o)y -0
2085 2l Gl lS w3l Dyge 0 e 30,5 cai dnogs ol oyl vaProfile jl)l goe o LS 4 axgil

el 13 o 50 & VASEIVICE gy ;0 St (ol (godiaad])] dos st old >

api/VAService/ValidateCertificateEntirelyExRaw

Request
Method Post

Content-Type: application/json

Header i

Accept: text/plain

ValidateEntirelyRequest <byte[]>

Schema {

"certificate": byte[],
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AR

bytell v b e ltel cuz jis50 215

"vaProfile": "string" . Lz

255 oo )5 5 CRL g OCSP (sla poyol a0 cawyiws gz o0litl 0550 3y ol

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Bl slel (IS (o) 5l (855L b
{

"error": "string",
"result": CertificateValidationResult<byte[]>

{
"certificateValidationStatus": CertificateValidationStatus, ¥ oles Jsuo
Pl ey
"revocationTime": "dateTime"
[ 255 oosr Jbb &y50,0 ] 2lsS JUail o
b

"statusCode": number => 200 Success / 500 Error

}

api/VAService/ValidateCertificateEntirelyEx

Request
Method Post
Content-Type: application/json

Accept: text/plain
ValidateEntirelyRequest <string>
{
"certificate": "string",
Schema Baseb4 cu b b oviw Ll cas Jlais g0 2l

"vaProfile": "string" ¢ Lz3

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Pl el (IS (o ) (ASL b
{

"error": "string",
"result": CertificateValidationResult<string>

{

"certificateValidationStatus": CertificateValidationStatus, ¥ oles Jsu>
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"revocationTime": "dateTime"
[ 215 og Jbb &j50 0 ] alss Jlasl e
2

"statusCode": number => 200 Success / 500 Error

}

WOl se p) Do A geend Ao o xi lel I,

Bl 0y swyp )
&®ls5 slail gl wyp Y
¥

PR S Do & (#lsT a5 (i liel Al e 4 ail il azxg) alsS a5 o)
(298 Soalon Guyg e il 05 b Cosl p3¥ 5l &)50 )0 chisd (od (o) 2
OCSP gm0l b galgS i Lzel ¥
OCSP gy 3l gl 28l )0 pae &j50,0 CRL LU 5l oslainl b oalsS oo Lol .0
09 oo ool VaProfile 5| alss slas )5 izas 3 CRL g OCSP L jol ay sy (gl Sl S35 03Y
gd Samlon gy il 03 b el (nl a2 i g 5l DM
ewl g3 sle & o & VASEIVICE oS )0 Caeas ol (gosisddl )] ate ol >

api/VAService/ValidateCertificateEntirelyRaw

Request

Post

Content-Type: application/json
Accept: text/plain
ValidateEntirelyRequest <byte[]>

{
"certificate": byte[],

bytell cojs b o liel cq iy alsS
"vaProfile": "string" iy

}

Response
Status Code 200 Success / 400 BadRequest
200 Schema Bl el (IS s 5l (iS5 Az
{
"error": "string",
"result": CertificateValidationStatus, ¥ o,lei Jsoo

"statusCode": number => 200 Success / 500 Error

}
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Y¢

api/VAService/ValidateCertificateEntirely

Request

Method Post
Content-Type: application/json
Accept: text/plain
ValidateEntirelyRequest <string>

{

"certificate": "string",

Header

Schema Basebd cw i b iwliel oo lais g0 oalsS

"vaProfile": "string" arg

}

Response
Status Code 200 Success / 400 BadRequest

200 Schema U LIS LS TEE
{

"error": "string",
"result": CertificateValidationStatus, ¥ oles Jsoo

"statusCode": number => 200 Success / 500 Error

}

1o g

gl Silad gy ikl o5 b vaProfile yiol b a4 o200 lade o9 I oMbl cp> @

CRL Js& sglils Y/V

JUywr sy Mol el 09290 dnliwled Lol o) g4 4o a5 Certificate Revocation List L CRL o lasbesl

- el 00 (g5lwosly CRL L1 ogbils > DownloadCRL e .ol oo CA Lawgs ouls adgs L1 L aslinlss

il 5 Gl 50 4 VASEIVICE gy ,0 Cwds (pl (goaadil)] i ols >
api/VAService/DownloadCRLByCertificateRaw

Request
Method Post
Content-Type: application/octet-stream
Accept: text/plain
rawData : byte[]

bytell sl o 5 55250 CRL Gupol &) o jtass Sz 515 350 calsS

Response
Status Code 200 Success / 400 BadRequest

200 Schema bytell cw,s b oot sslils CRL L6
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{

"error": "string",
"result": byte[],
"statusCode": number => 200 Success /500 Error

}

api/VAService/DownloadCRLByCertificate
Request
Method Post
Content-Type: multipart/form-data
Accept: text/plain
base64: string
Baseb4 i b oyl 10 09290 CRL ool db (g yiws g ,15 3590 (o0l55

Header

Response
Status Code 200 Success / 400 BadRequest

200 Schema bytell b b oo o4lils CRL J16
{
"error": "string",

"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

a3 9 Sl S RI9F 5,luibins! @I (oawyy T/A
WS oo gy |y ead Jlojl (2l gads ) 5 Sl ladslinls Liel pw)p Sz gz ge ladlailin] aas wle ()l
BasicConstraint, Path Length, Subject Type = CA, jolie Coro a5 Cowl &yg0 ol s (@l ol oy 0 018

B3,5 o sy PSS a5 Sl sl o255 sle keyUsages ={CrlSign , KeyCerSign}

api/VAService/ValidateBasicConstraintsRaw
Request

Post

Content-Type: application/octet-stream
Accept: text/plain

certByte: bytel[]

Header

bytell vy b o Lol caz i 3,50 258

Response
Status Code 200 Success / 400 BadRequest
200 Schema 25 (e Ll am s
{
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A\l

"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

api/VAService/ValidateBasicConstraints

Request

Post

Content-Type: multipart/form-data
Accept: text/plain

base64Cert: string

Basebd cw i b iw liel cqz [l 550 2lsS

Response
Status Code 200 Success / 400 BadRequest
200 Schema Pl (i ltel ams
{
“error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

(DSService)Suig sl bl glaol gugpw ¥
s oo &)l 1) DocumentSigner lawgs slwl slasl gz 5L 5,50 aules DSService gy
Sgiivee 4185 Slojlu oo Slidos () 4y il ouls oty DocumentSigner ;o Jlojle o2ls3 a5 S 90 50

8,5 anlg> (13 w050 Aslel jo wies oo Sl milgi 3l atws cpl a5 Sleas

9w (Slg3lyd pyol T/
il 00 Lo ) ool ;o REST FUL APl & j50 4 laaiis Jlgs 3 oSl
<Http protocol>://DSSUrl/AP1/DSService

PDF wuw slaol cawles 50 \WA)
i gLl Conlgs o 0T 8 j0 a8 ol atils axg5 .ol e DocumentSigner Lawgs PDF o slael cus ae ol
Al YL 4 1.8 PDF aseud Sl 3

el 33 D yg0 4 DSSEIVICE gy ;0 Cads cpl (goasmadil)] ae L35>

api/DSService/PDFSignRaw
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Yv

Request
Method

Header

Schema

Response
Status Code

200 Schema

Request
Method

Header

Schema

Response
Status Code

200 Schema

Post
Content-Type: application/json
Accept: text/plain
SignRequest<byte[]>
{
"data": byte][],
bytell cs,s L PDF ax
"dsProfile": "string", ) azg
DocumentSigner L bLs,| cq> by ob

"authRequest": "string" Y >

DocumentSigner b bls | ey j5e 30, 9 62,5 pb

200 Success / 400 BadRequest
bytell ¢, L DocumentSigner Laugs saslasl o
{
"error": "string",
"result": bytel[],
"statusCode": number => 200 Success / 500 Error

}

api/DSService/PDFSign

Post
Content-Type: application/json
Accept: text/plain
SignRequest<string>
{
"data": "string",
Base64 c.,5 L PDF s

"dsProfile": "string", P,

DocumentSigner b bls,| cy> biligp ol

"authRequest": "string" Y 4>

DocumentSigner L bl caz ;5 50, 5 62,5 pb

200 Success / 400 BadRequest
Baseb64 .5 L DocumentSigner Ly sailas PDF s
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"error": "string",
n,on

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

g

Qg Siled g il o b dSProfile yiol)b 4 20 loke og 5l Ml cg> )

L @las 2L authRequest o)l il oo Cuga 5! aie;ls DocumentSigner b bls )l s,1,3, a5 5y90,0 .Y

lges el cnl (2 lade 4 5L D js (nl 280 09h (ke 5 LSl
ConvertToBase64(User:Password)
28,5 28,0 il o 5l nb j5ee 50y 9 )5 pL el S @ 03Y

CMS oouw ,_gLé.o‘ C“»‘,.&)a \ WAl
"\"SLS'Q (5)LMJO\>LA.’ ‘) slew! 6La.a‘ 39~ Ja...ua.’ CMS o LgLa.n‘ C"'&’ )Lu Sy90 ..\..J‘)S XKoo U"‘
el 133 D50 & DSSEIVICE g ;0 Cwods pl (goasmadil)] ate L35>

api/DSService/CMSSignRaw

Request
Method Post

Content-Type: application/json
Header )
Accept: text/plain
CMSSignRequest<byte[]>
{

"data": byte[],

bytell cu b b Lad cuz wlss o slyie

"dsProfile": "string", Vg

Schema DocumentSigner L bLs,| co> JLlsg, oL

"authRequest": "string" Y a>y
DocumentSigner L bls |l ey ;5 50, 9 62,5 pb

"attachData": bool
CMS LB jo clys o slgazme oyols 1,3 Ll ey boOlean luis

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell cx s L DocumentSigner Luwg saslasl glyioe
{

"error": "string",
"result": byte[],
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AR

_ "statusCode": number => 200 Success / 500 Error
1

api/DSService/CMSSign

Request

Method Post
Content-Type: application/json
Accept: text/plain
CMSSignRequest<string>
{

"data":"string",

Header

Base64 cu b b Lasl cus ctwlss o slyime
"dsProfile": "string", ) d>g
Schema DocumentSigner L bLs,| co> Jilsg, o6
"authRequest": "string", ¥ a>g
DocumentSigner L bls | co> j5c 50, 9 52,5 pb
"attachData": bool
CMS LB jo clys 5o slgime oyols 13 Ll g boOlean luis

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 c. s L DocumentSigner Lg cailasl slgixe
{

"error": "string",
n,on

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

14z i
st Silod g il o b ASPrOfile yiol b 4y 2 laie 092 5l oMbl Cg> . )
L @las ol authRequest yio)b il oo Cuga 5,1 axejls DocumentSigner L bLs )| s,1,3, a5 5yg0,0 .Y

BL (oed bl Gl (o3 lade 4 5L Sjge (al 20850 39 (o8 )lake Sl
ConvertToBase64(User:Password)
23,5 by slal o Sl al jee 5oy 5 S AU Cenl SS a0

RSA slaol cawlgs,s ¥/¥
Al g0 PKCSHL o jlasbul L 3:Uae DocumentSigner lawss sbwl slasl cgz wine oyl

el 133 g0 & DSSEIVICE g ;0 Cods pl (goasmadil)] vt L35>
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Request
Method

Header

Schema

Response
Status Code
200 Schema

Request

Method

Header

Response

api/DSService/RSASignRaw

Post
Content-Type: application/json
Accept: text/plain
SignRequest<byte[]>
{
"data": byte][],
bytell o b Lad cuz il o sy
"dsProfile": "string", Vg
DocumentSigner L bLs,l co> Ly, ob

"authRequest": "string" ¥ a>g

DocumentSigner L bls,l ey ;5 50, 9 62,5 pb

200 Success / 400 BadRequest
bytell ¢, L DocumentSigner Ly suilasl slyxe
{
"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/DSService/RSASign

Post
Content-Type: application/json
Accept: text/plain
SignRequest<string>
{
"data": "string",
Basebd v b Laal cga tulss o slyime
"dsProfile": "string", ) azg
DocumentSigner L bLs,| cq> Ly, ob

"authRequest": "string" ¥ a>g

DocumentSigner b bls )| ey jse 30, 9 62,5 pb
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)

Status Code 200 Success / 400 BadRequest
200 Schema Base64 cw,s L DocumentSigner Luwg saslasl (slgiow

{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

g

Qg Siled g il o b dSProfile yiol)b b 20 )lake ogs 5l Ml cg> )

L @las ol authRequest yio)b il o Cuga 5,1 axejls DocumentSigner L bLs )| g,1,3, a5 5yg0,0 .Y

BL (ed bl Gl (a3 lade 4 5L Sjge (al 20850 398 (o8 )lake L
ConvertToBase64(User:Password)

20,85 2L il o 5l Wl seee 505 9 )5 AL Cenl S5 @ 03Y

XML woew glaol Cawlgs yo A2

..\..5‘5‘0 ‘_g)L.moL..; ‘) sl ‘SLA.A‘ )9 .b.wj} XML aw LgLa.n‘ S )Lu Sy94 ..\..J‘)S Noo U"‘
Cawl 133 a0 4 DSService oM 0 Cwoas (! (gosimaddll wie LSy

api/DSService/XMLSign
Request
Post
Content-Type: application/json
Accept: text/plain

SignRequest<string>

{
"data":"string",
Baseb4 v b Ladl cga g 0 XML o
"dsProfile": "string", Vg
DocumentSigner L bLs | co> Jilég, o6

"authRequest": "string" Y a>

DocumentSigner L bls | co> j5e 50, 9 2,5 pb

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Base64 - i L DocumentSigner Lug saslad XML axe
{

"error": "string",
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"result": "string",
"statusCode": number => 200 Success / 500 Error

}

4z g

gl Silod g ) ikl o b ASPrOfile yiol,b 4 20 laie ogou 5l oMbl g )

L @las ol authRequest yio)b il o cuga jl,>1 axejls DocumentSigner L bLs )| 5,13, a5 Gygoy .Y
BL (ood bl Gl (a3 lade 4 5L S jge (al 20850 39 (o8 )lake Sl
ConvertToBase64(User:Password)

33,5 28l s il o5 STl seee oy 9 )1 pL Sl S 403y

(TSAService) cyinbo Sloj weo gy ¥

TSA o & 03] S35 3 iebe Sloj e joio S 5L 3590 Sledlbl Loyl Cg 5L 5 )90 @ilss TSASEIVICE g oo
o Oy90 daldl jo wis o Sl milgy sl aiws (plas Sleas ases o Iy g 5l 8L 50 Al 8L 0 pizren

85 sales I8

o Sle3ld wyol ¥/
tal oo Lo 25 opd] 0 REST FUL API & 90 4 laaie Slgsl 3 Sl
<Http protocol>://DSSUrl/AP1/ TSAService

odao Loy yieo Cumlgsyo F/Y
S oo ilwonly 1y TSA j5 00 dawgs wlss o Dledbl 65, 5 rekae Sloj e jso Cqz L3050 ] 3 ae
| PySype v TSAService U9 O Cod> u.»‘ L5°M‘>4:")‘ Ao uL.j)D-
api/TSAService/TSTSignRaw
Request
Method Post
Content-Type: application/json
Accept: text/plain
TSTSignRequest<byte[]>
{

"message": byte[],

Header

Schema bytel] cwd b ol (59; 2 relas Gloj s 900 S (s 0 lgime
"requestCertificate": bool,

955 90 TSA j5m 2l (6.5 )18 Ol ey bOOlean s
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\RJ

"tsaProfile": "string", V a>g
TSA s9r b Bl cga by ol
n, n

"authRequest": "string" ¥ a>g

TSA Jym b BLs )l oz 5328 30, 5 605 pb

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell cwp b slss o Sledlbl g4, ouisolo Sl o
{

"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/TSAService/TSTSign
Request
Method Post
Content-Type: application/json
Accept: text/plain
TSTSignRequest<string>
{
"message": "string",
Baseb4 cup b ol 55, » piekae (Sloj s y9io Sz (Sl lyime
"requestCertificate": bool,
2955 90 TSA jom als 6,518 Ol ey bOOleaN s

Schema

"tsaProfile": "string", \ asg
TSA j5m b bl )| cq Jlgp o

"authRequest": "string" ¥ a>g

TSA J5pm b Bls )l oz s 50, 5 605 ol

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 cu s b ciwlss po Sledbl (g5, onitjolo Sloj s
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}
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4 gi

Qg Slod gy )il o b tsaProfile jel )b ar 20 ,lade o 5l oMbl g )

Jislo b @las sl authRequest o)l il oo caga 5ol aiejls TSA g, b bLs )l 6 3,5 a5 Sy, .Y

bl god el (ol (B0 lade 4 5L Ojge (ol g )0 09d o lude 5
ConvertToBase64(User:Password)

20,5 8l Ll 03 5wl jsee 5oy 5 ) pU Sl SS @ a3y

(CryptoService) o Lis 305 9 (5555 0y (e 9 yuw o

Cd,S wals J18 ) 0 50 dslal o w0 &)

9w SlgBlyd gyol 8/)
il 00 Lgs ) ool ;0 REST FUL APl & j50 4 laaiis Jlgs 3 oSl
<Http Protocol>://DSSUrl/API/ CryptoService

Unicode 4 Basesf aiiy Juwo ©/Y
lad oo o Unicode ¢ 3 4y 00,5 il 0 Basebd cuwoyd 4 |y als, S b oyl

api/CryptoService/Base64ToUnicode
Request
Method Post
Content-Type: multipart/form-data
Accept: text/plain
base64String: string
Unicode ¢ 4 hos il Basebd cu by s ge avs,

Header

Response
Status Code 200 Success / 400 BadRequest

200 Schema Unicode cuw s a 53,9 415,

{
"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success /500 Error

}

o o PKI-DSS-API-DG

Y'Y axao WWW.PKILCO.IM Wil o pas/ LS5 sy 50l o Glaio i o) pid Gad> olad



Basesf 4 Unicode aiivy Jowo O/

led oo bos Basebd b 4y 00,5 ko Unicode cuwyd 4 |y al, S &b oyl
api/CryptoService/UnicodeToBase64

Request

Post

Content-Type: multipart/form-data

Accept: text/plain

unicode: string
Baseb4 cu i 4 Jhus lp Unicode cu b b jas g axs,

Response
Status Code 200 Success / 400 BadRequest

200 Schema Baseb4 cu b 4y 639y axh,

{

"error": "string",

"result": "string",
"statusCode": number => 200 Success /500 Error

}

CMS B 51 »les sl 0/F

15 el 00 alosil Loy T 51 ooliud b Lasl Sllas 5 anil so 3550 CMS JB o a5 slo alsS 4 oliws jslais 4

FI PR 43_9; /Ja.» 9O gy X Crypto U"’W
api/CryptoService/CMSExtractCertificatesRaw

Request
Method Post
Content-Type: application/octet-stream
Header )
Accept: text/plain
envloped: byte[]

bytell cw,s LCMS (glgime
Response
Status Code 200 Success / 400 Error
200 Schema bytell cw s bons gl el sla o165 51 s
{
"error": "string",
"result": IEnumerable<byte[]>,
"statusCode": number => 200 Success /500 Error

}
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A

api/CryptoService/CMSExtractCertificates
Request

Method Post
Content-Type: multipart/form-data
Accept: text/plain

Header

envloped : string
Base64 cw,s LCMS (glyixe
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 cu b b oass gl il slo (2165 5l s 0d
{
"error": "string",
"result": IEnumerable<string>,
"statusCode": number => 200 Success / 500 Error

}

CMS JB 4o Jlozws sbaol @souas 070
el 0 4285 L35 10 e 93 CIYPLO LIS, (PKCSHT o Jailiasl) CMS s o Jloms (slisl poms jshiio 4,
oS ooliul 3 2o 5l Al od dares CMS B 4y alg] Sledbl o5 5 50 4o

api/CryptoService/CMSVerifyAttachRaw
Request
Post
Content-Type: application/octet-stream
Accept: text/plain
envloped: byte(]
bytell cu s L (CMS) saslad glgixs

Response
Status Code 200 Success / 400 BadRequest
200 Schema Lasl (ot oo axm
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/CMSVerifyAttach

Request
Method Post
Header

Content-Type: multipart/form-data

o o PKI-DSS-API-DG
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v

Accept: text/plain
envloped : string

Response
Status Code

200 Schema

{

Baseb64 cw s L (CMS) suislasl slgima

200 Success / 400 BadRequest
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

WOl oo 3L, 90 i adgl Dledlbl Lael Br0ai jelaie a4 &g ol jo wils adgl Cledbl g9l CMS LJB oS S50 0

ol oy a8 3 3Las s Crypto WS o 55 &b eyl ol jo Jlisus slasl g jshaie 4

Request
Method

{
"signature": byte[],
Schema bytell cw s L (CMS) suslad lgixs
"message": byte[]
bytell e b (Lao 3l J3) adsl slgxoe
1
Response
Status Code 200 Success / 400 BadRequest
200 Schema Lasl (ot oo ax
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

Request

[Cal

VY axan

api/CryptoService/CMSVerifyRaw

Post

Content-Type: application/json
Accept: text/plain
CmsVerifyRequest<byte[]>

}

api/CryptoService/CMSVerify

Post
Content-Type: application/json

PKI-DSS-API-DG
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Accept: text/plain
CmsVerifyRequest <string>

{
"signature": "string",
Schema Baseb64 cw s L (CMS) suislasl slgima
"message": "string"
Baseb4 cuw s b (Lasl 51 J8) adgl slyime
1
Response
Status Code 200 Success / 400 BadRequest
200 Schema Lasl oot oo axm
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

295 (T sliel g EMSIB 5o Jliuzm s sbaol gruwas &/7

CIYPo 35 4o coaiiSlasl _alsS xiw Ll 5 5 o)l ,L,5 CMS LB 4o a5 s slasl o shiie 4
Sl oal a8 3 L o Slaais

oniSae 00liasl 15 b 5l AL ot desas CMS (B 4y adsl Sledlbl 45 5,50 o

api/CryptoService/CmsVerifyAndValidateCertificateAttachRaw
Request

Post

Content-Type: application/json
Accept: text/plain
PdfVerifyAndValidateRequest<byte[]>

{
"signedData": byte[],

bytell cw s L (CMS) saslasl slgine

"vaProfile": "string" arg

Base64 cu i b alsS v Ll Sllae jo oolitul s a5 50 gy b

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema Lo s Ecne denss
{

"error": "string",

5 PKI-DSS-API-DG
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Ya

Request
Method

Header

Response

Status Code
200 Schema

[Cal

Y azan

"result": IEnumerable<VerificationResult>

[
{
"certificate": byte[],
bytell ¢ b Ladl alss
"status": CMSVerifyValidationStatus, 0 s led Jgo
Laal condg
"revision": number,
Lasl (5 ous)las
"result": bool
Laol b azes
}

],

"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/CmsVerifyAndValidateCertificateAttach

Post
Content-Type: application/json
Accept: text/plain
PdfVerifyAndValidateRequest<byte[]>
{
"signedData": "string",
bytell cu s L (CMS) suilas lye

"vaProfile": "string" 4>y

Basebd cw i ol ewliel Sllas )0 solaiwl e s 50 Jilog s o

200 Success / 400 BadRequest
{
"error": "string",
"result": IEnumerable<VerificationResult>
[
{
"certificate": "string",
Baseb4 cuw s L Lasl ol
"status": CMSVerifyValidationStatus, o oles Jsoe

Lol Consg

PKI-DSS-API-DG
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"revision": number,
Lasl S o..\.'»)Lo..i}

"result": bool
Laol obs,) s
}
Iy

"statusCode": number => 200 Success / 500 Error

}

il oo 5idyee b adsl Sl Ll Braad jslate 45 &0 ozl s el adsl Sl gsl> CMS (B a5 5,50 4o
el ool a8 5 ka5 o Crypto WS o 55 &b eyl ol jo Jlasws slasl gowa jshaie 4
api/CryptoService/CmsVerifyAndValidateCertificateRaw

Request

Method Post
Content-Type: application/json
Accept: text/plain
CmsVerifyAndValidateRequest<byte[]>

Header

{
"signature": byte[],
bytell cw s L (CMS) saslasl slgine
"message": byte[],
bytell cu,s b (Ladl 51 L3) adgl slgzxa
"vaProfile": "string"  a>y
Baseb4 cu b b alsS oviw el Sllas 55 osliil cuar ,ais 90 g b
}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Lol 3 253l s 5l w e
{
"error": "string",
"result": IEnumerable<VerificationResult>
[
{
"certificate": byte[],
bytell cw s b Lasl alss
"status": CMSVerifyValidationStatus, 6 o)les Jsox
Laal condg
"revision": number,
Laal (5 0ai Loy
S PKI-DSS-API-DG
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"result": bool
Lol bl azes
}
I,

"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/CmsVerifyAndValidateCertificate

Request

Method Post
Content-Type: application/json
Accept: text/plain
CmsVerifyAndValidateRequest<string>

Header

{
"signature": "string",
Baseb64 cu 3 L (CMS) suislasl lgimne
"message": "string",
SOEE Baseb4 cw s b (Lasl 5l 3) adgl slyime
"vaProfile": "string" g
Baseb4 cu b b 2lsS oriw el Sllas ;5 osliiul car ,ais 90 g b
}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Ll oy 5 2550 b 5l s e
{
"error": "string",
"result": IEnumerable<VerificationResult>
[
{
"certificate": "string",
Baseb4 v s L Ladl alss
"status": CMSVerifyValidationStatus, o oles Jsoo
L
"revision": number,
Laal (5 0aileis
"result": bool
Laol bl azes
}
Il
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_ "statusCode": number => 200 Success / 500 Error
1

g

gl Silad gy ikl o b VaProfile ol b a4 20 lade o9 I oMbl Cp> @

aolunlgs slaPolicy wdl,s &/V
Cwds ol godumadsll aie Ol oS oo gl piwl a5l ] Ojso 4 1) asl o2l G sla Policy sles aie oyl
Wl 5 Oy 4 Crypto LS o

api/CryptoService/CertificatePoliciesRaw

Request
Method

Header

Response
Status Code

200 Schema

Request
Method

Header

Response
Status Code

200 Schema

[Cal

Y aan

Post
Content-Type: application/octet-stream
Accept: text/plain
rawData : byte[]
bytell vy b ks, g0 asloalss

200 Success / 400 BadRequest
wlialss sl Policy cod
{
"error": "string",
"result": IEnumerable<string>,
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/CertificatePolicies

Post
Content-Type: application/octet-stream
Accept: text/plain
base64Data: string
Basebd cw s b s 50 daslialsS

200 Success / 400 BadRequest
wlialss sl Policy cod
{
"error": "string",
"result": IEnumerable<string>,
"statusCode": number => 200 Success / 500 Error

PKI-DSS-API-DG
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Y

N

ply o slawl sl Digest slxy| &/A

48,5 s 0 15 ol sl gae Crypto WS jo .as] caws 4y ply o Digest loul el o3 ol o (slasl jalaie &
] 00

api/CryptoService/DigestRaw
Request
Method Post
Content-Type: application/json
Header )
Accept: text/plain
DigestRequest<byte[]>
{
"message": byte([],
bytel]l ¢y b aly e

"hashAlgorithm": HashAlgorithm fo)leds Jgax

el slael Sldes )5 oolanal cyzr Hlais g0 3lo 02,9 02,55

§
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell ¢« 3L oL, Digest
{

"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/Digest

Request

Post
Content-Type: application/json

Header )
Accept: text/plain

DigestRequest<string>

{
"message": "string",
Baseb4 cw,s b ply e

"hashAlgorithm": HashAlgorithm fo)lets Joox

plo slasl Slloe jo eolainl cuz (s 90 (s5le @m0 i 565l
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¢¢

Response
Status Code 200 Success / 400 BadRequest

200 Schema Baseb4 cuw,s L oL, Digest
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

CMS JB 0 plo gLl &/8
mles osliiul 3 sloaie 5 sl o CMS (B s ply (slinal jslaiay
api/CryptoService/CmsSignRaw
Request
Method Post
Content-Type: application/json
Accept: text/plain

CMSSignByCertificateRequest<byte[]>
{

"message": byte[],

Header

bytell cu,s b Lasl e s g0 ply
"certificate": byte[],
bytell cwp b (Logas olS 5 als s5l>) pfx L p12 Ll
Schema "attachData": bool,
CMS LB o ply e oyl 3 Gl g boolean lais
"hashAlgorithm": HashAlgorithm ¥ oles Jgae
Laol Slboe ;5 solitul cqar JLais g0 55he w8 a5l
"certificatePassword": "string" 4>y
pfx L p12 Lt 5,

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell cwyp b ply slal
{

"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

o PKI-DSS-API-DG
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¢o

api/CryptoService/CmsSign
Request

Method Post
Content-Type: application/json

Header

Accept: text/plain
CMSSignByCertificateRequest<string>
{

"message": "string",
Baseb4d cuw b b Lasl cqe jlais g0 ply
"certificate": "string",
Basebd cuyi b (egas WIS 5 2155 s5>) px L p12 46
"attachData": bool,
CMS B o ply e oyl |3 Gl g boolean laie
"hashAlgorithm": HashAlgorithm ¥ oles Jgoo
Lisel Slilac 5 oalitul Caa i 90 (gilo o835 poe 55!
"certificatePassword": "string" = a>g

pfx L p12 LG 5,

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 s b ply sladl
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

4z g

Sl aid 5 Ly s null b il certificatePassword jlode aub ol 5o, 236 pfx | p12 LB oS 50,0

CMS I 5 ply S clbiel gl Digest sl &/Y +

03lizisl CMS B 45 Laal 3015 3 s 5 DigESt sloms] slys 15 sboae 51 oilss oo CMS LB 4o ply slinel jslaias

Suolos
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€1

oLo Digest slxo| 07 +/)

Swles oolaiw! Crypto WM ;s sl Digest O] G jolaie 4 &l 5l aley oo
api/CryptoService/CmsDigestRaw
Request
Post
Content-Type: application/json
Accept: text/plain
CmsDigestRequest<byte[]>
{
"message": byte[],
bytel] i ply oo
"hashAlgorithm": HashAlgorithm, fo,leds Jgax
ple slasl Sldee o oolitul cuyz Ha30 550 (5l ©2,8 o 553l
"certificate": byte([],
bytell cu s b sassSladl ol

"signDate": "dateTime" 4>y

Laal oyle;
f
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell cw,5 L oL, Digest
{

"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/CmsDigest

Request

Method Post
Content-Type: application/json

Header )
Accept: text/plain

CmsDigestRequest<string>

{
"message": "string" ,
Baseb4 w8 b aly ke

"hashAlgorithm": HashAlgorithm ¥ o,leds Jgao
el glael Sldas )5 oolanal cyzr Hlais g0 5lo 02,9 2,55l

"certificate": "string",

o o PKI-DSS-API-DG
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1A%

Baseb4 cw s b sauSlasl calss

"signDate": "dateTime"  a>y
Lael ols
§
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 )b L oL, Digest
{
"error": "string",
"result": "string",
"statusCode": number => 200 Success / 500 Error
}

Ao )18 SeiS les bopln bl Lael ley @

CMS _JB )5 saislael Digest yols 1,30/ +/Y

g g0 03laiwl CMS LB o ooy Lasl Digest laie ojols j13 jglate 4y aite oyl 5l
api/CryptoService/PutCMSSignatureRaw
Request
Post
Content-Type: application/json
Accept: text/plain
CMSSignature<byte[]>
{
"message": byte[],
bytell e sl ply e
"hashAlgorithm": HashAlgorithm, ) arg
plo slasl Sldee ;o oolainl cpx Hlais 90 (55w @m0 1,63l
"certificate": byte(],
bytell cuw s b sauSlasl als
"signDate": "dateTime", ¥ a>g
Lasl oyloj
"signature": byte[], Y arg
bytell ¢ 5 L oL, Digest Lal
"encapsulate": bool
CMS LB o ply e oyl )3 Ll g boolean laie

o PKI-DSS-API-DG
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Response
Status Code 200 Success / 400 BadRequest
200 Schema CMS B ;s bytel]l cw s b ply Ladl
{
"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

polie 1 oMbl sl .ol CmsDigestRaw b ;o oo 48,5 ,las )0 Jlake b ply ol HashAlgorithm jlais )
Awled dxzlo § o )leds Jgaz 4 hashAlgorithm il L
oley e b ply g Cammd 595 Loy PULCMSSignatureRaw ae jo Lasl sloj jlade a5 apil ansls a>g5 .Y
Abb oo CmsDigestRaw xb o La
25l b sllhe Lad colo 215 &b 5l wb lal CmsDigestRaw sie 9,5 5l odel cuwss Digest .V
2,5 1,8 PutCMSSignatureRaw oo o signature zaol)ly Jlade olaie ay o g 99 Lol
59 Lasl PKCSHL s Jailiwl b 5:llas oyl PDF oo Digest @
bl sl end ad S ks ke b lhe Wb Lad ollee s sslitul 3,50 silupnys oSl @
a3l HashAlgorithm
yolio slyls wb PutCMSSignatureRaw g CmsDigestRaw wio 98 j0 & yido b wioly)ly  solos ¥
Wbl sy,

api/CryptoService/PutCMSSignature
Request
Method Post
Content-Type: application/json
Header :
Accept: text/plain
CMSSignature<string>
{
"message": "string",
Baseb4 cw,s b ploy e
"hashAlgorithm": HashAlgorithm, 1\ 4>y
el slasl Sldos ) oolitul car 350 (53le w25 o )55l
"certificate": "string",
Baseb4 w8 b oausSladl 2l
"signDate": "dateTime", Y arg
Ladl ole;

"signature": "string", Y a>g

o o PKI-DSS-API-DG
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Baseb4 w8 L sl Digest Lasl

"encapsulate": bool
CMS LB o ply e oyl |3 Ll g boolean lais

§
Response
Status Code 200 Success / 400 BadRequest
200 Schema CMS UG ,5 Baseb4 cu b b ply Lasl
{

"error": "string",
"result": "string",
"statusCode": number => 200 Success / 500 Error

}

alyb polie 5l @Ml (gl il CmsDigest wbi jo sos 4185 ,kas)o Jlade byl oL HashAlgorithm jlase )
ol dexl o F o Lo Jga= 4 hashAlgorithm
Lael oyloj Jlake b ol g Commd S5 oloy PULCMSSignature ae ;o Lasl oloj jladie a5 ail aisls a>g5 .Y
a5l o0 CmsDigest &b o
Lael ;5 als b las dael colo 18 b 5wl lal CmsDigest e 9,5 5l ool cwas Digest .V
3,5 ,1,3 PutCMSSignature wis ;o signature sl jlade olaie 4 e g 950
59 Lael PKCSH#1 s laslia L illae 0yL PDF ac Digest o
bl gl ead wd Sl e b oslae b dad clles o oolitul 3yse silupdys piy S @
asb HashAlgorithm

Wil lwsS olie glyls b PUtCMSSignature g CmsDigest o 93 yo & yidieo (g yiol )by olos . ¥

PDF s ‘SLé.oM/\ \
i s bad oolaiwl caw jo Laal ols )13 s g Digest sl sl 3 loaie 5l auilss oo PDF s (slanl jglaies

Dl YU L ).P PDF astwd Gl P o Lol 0isl,3 )0 1040 soliul

o Digest sl 6/) /)

Ssles oolazl Crypto S jo PDF arw Digest 15,51 cawas jglaie 4 5 aolgs 5l auiles o

SHAL oo )65l 51 b 5 &b ol (s> slael sl nlpln el ool oolawl SHAL 0,631 51 2l o) jo eSS
20,8 oolaruwl

api/CryptoService/PDFDigestRaw
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Request
Method

Header

Schema

Response
Status Code

200 Schema

Request

Post
Content-Type: application/json
Accept: text/plain
PDFDigestRequest<byte[]>
{
"pdfData": byte[],
bytell w5 L PDF or.,
"Certificate": byte[],
bytell cu s b sassSladl ol
"dateTime": "dateTime", ) a>g
Lol o)l
"imageDataUrl": "string", Lz
Baseb4 cuw,d b sailael aiw ;0 7,0 Cuz s g0 poal

"crProfile":"string" Y i
PDF ww slael cldas ;o oolaiwl gz jlass joe Jilag pb

200 Success / 400 BadRequest
bytell ¢, L PDF s Digest
{
"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/PDFDigest

Post

Content-Type: application/json
Accept: text/plain
PDFDigestRequest<string>

{

"pdfData": "string",
Base64 cw,s L PDF s

"Certificate": "string",
Baseb4 zw s b susSlasl alss
"dateTime": "dateTime", \ a>g
Lasl les

PKI-DSS-API-DG
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o)

"imageDataUrl": "string", L=

Base64 s b ooslasl wiw 1o 7,0 Cuz Lo 50 gl
"crProfile": "string", Y arg

PDF ww slael cldas ;o ooliiwl gz jlass joe Jilag pb

!
Response
Status Code 200 Success / 400 BadRequest
200 Schema Base64 cw s L PDF uw. Digest
{

"error": "string",
"result": "string",

"statusCode": number => 200 Success / 500 Error

}

1A g
a3 13 593 ooy bl b 1y Lasl ey )
g Sled g il o5 b CIProfile el )b b oo lade oo 5l Ml e .Y

PDF o 45 Laasl yq0580 /1 1/Y

S g 353 o oalit] (PKCSHLS Juibinl b solaie) PDF wis s oot Lasl Digest Jladie cpols 13 jslaie & ae ol 5

[Cal

0 axao

g o o3ly iS5l Base64 aii, CJB o o Ladl
api/CryptoService/PutPDFSignatureRaw
Request

Method Post

Content-Type: application/json
Accept: text/plain

Header

PDFSignature<byte[]>
{
"pdfData": byte[],

bytell ¢ 5 L PDF s
"Certificate": byte(],
bytell cuw s b sauSlasl alss
"dateTime": "dateTime", )\ a>g
L) gl
"imageDataUrl": "string", L=
Baseb4 cw s b saslael aiw ;o 7,0 Cuz s g0 pgal
"crProfile": "string" Y arg

PDF aiw slasl cllas ;o oolaiwl cp> s o0 Lilsg s o
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oy

Response
Status Code

200 Schema

"signature": byte(] Y oaxg

bytell ¢ s L PDF s 5l saslasl Digest

200 Success / 400 BadRequest
bytell s b oass Lad PDF ax
{
"error": "string",

"result": byte[],
"statusCode": number => 200 Success / 500 Error

}
g
oley Jlaie b ply g Comd 5955 loj PUtPDFSignatureRaw wie ;o Lasl oloj jladie a5 apsl ails axg )
a5l 0 PDFDigestRaw &b s Lasl
g Slad g )ikl o b CrProfile jal )b b 0 lade ogou 5l Mol cag> .Y
25l b glhe dasl colo algS 5,k 5wl loul PDFDigestRaw wie >g,5 5l ool cuway Digest .V
3,5 ,1,3 PutPDFSignatureRaw ais jo signature )l jlade lsic 4y g 950 Lal
og8 Lasl PKCSHI o jlasliwl b glas oL PDF oss Digest o
3,58 SHAL L plys dhasl Sllas ;o oolatul 5,90 (65luopn jo pin,oX @
¥

sl eSS polie gl b PutPDFSignatureRaw 4 PdfDigestRaw b g0 ;0 S i slo 54,9 (soles

Request

Schema

[Cal

OY daxaw

api/CryptoService/PutPDFSignature

Post
Content-Type: application/json
Accept: text/plain
PDFSignature<string>
{
"pdfData": "string",
Baseb4 w8 L PDF ww
"Certificate": "string",
Baseb4 w8 b oasSladl 2l
"dateTime": "dateTime", )\ a>g
Laall oyles
"imageDataUrl": "string", L5
Baseb4 cw s b saslael aiw ;0 7,0 Cuz s g0 pgal

"crProfile": "string", Y a>g
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oy

PDF ouww 6L4A| uLa.La& ) solazwl (g ]]a'i\))}a JJ[SB)J f’L
n, n

"signature": "string" Y oasg

Baseb4 w8 L PDF as l saislasl Digest

t
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb64 s L oass Lasl PDF ass
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

14z gi
Lael oyloj Jlade byl 5 Comnd S35 oloy PULPDFSignature wie ;o Lasl oloj jlade a5 asl ails axg )
3L o PDFDigest &b o
Qg Silod gy il o b crProfile ol )l a4 20 lads o920 5l oMbl capm
Laal 5 bl b sollas dbasl colo alsS 5,k 51wl lawl PDFDigest ate 9,5 5l sow] cowas Digest .V
5,5 1,8 PutPDFSignature ais ,o signature ol )b jlade olaic dy s g 340
59 Lael PKCSH#1 s laslia L illae 0yb PDF ac Digest o
3,5 8 SHAL b plys dlael Sldas [0 oolatul 5,50 (55lupn yd pin,oX @

Qb s polis lyls sl PutPDFSignature 4 PAfDigest sl g0 jo 5 yiiwe slosg,yg oolos . ¥

PDF www ail5us glaol&/1 Y
Lael (55938] upw g Digest slow| jlaias 3 slaao 516 cusl p3¥ 09 Lasl |b pauz> PDF s ol 5L6 a5 g0
Dbl YL L ).P PDF dstwd Commol Y1 o (slael 0in],3 )0 065 solaial warw 4

09 ooliiul loaie cnl 3l o Lasl S 0929 ©y50 10 (S 955 (o0 Apog

aiw Digest slx) 071 Y/)
S les ooliiwl Crypto WS ,o PDF axw Digest 10,51 cavss jglate 4 &lsi 5l asiles oo
api/CryptoService/PDFDigestForMultiSignRaw

Request
Post

Content-Type: application/json
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[Cal

Accept: text/plain
MultiSignPdfDigestRequest<byte[]>
{
"pdfData": byte[],
bytell w5 L PDF ox.,
"signerCertificate": byte[],
bytell cu 3 b sausSladl ol
"certificationLevel": ., asg
Ladl (g i has
"dateTime": "dateTime", ‘a>g
Lol obs;
"reason": "string", s ks
Ladl cde
"location": "string", s ks
S Codge pb
"imageDataUrl": "string", L=l
Schema Base64 s b ooslasl aiw 1o 7,0 Cuz Lo 50 gl
"page": number, Vax o5
Lasl pgal 7,9 Cuqz diw axis o)l
"lowerLeftX": number, = Tasy
Ao ;3 pgal Coxdge
"lowerLeftY": number, Yiog
Ao ;3 pgal Coxdge
"upperRightX": number, ‘s
Ao ;3 pgal Coxdge
"upperRightY": number, Ta>g
Axio )d pgal Cusdge
"signatureFieldName": "string", Yi>g
Lasl oLd b
"hashAlgorithm": HashAlgorithm fo)lets Joox

i glaal Gldas 1o oolaiul cyz s g0 (g5l m2,0 o ;93]

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell ¢, L PDF s Digest
{

"error": "string",
"result": byte[],
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_ "statusCode": number => 200 Success / 500 Error
1

api/CryptoService/PDFDigestForMultiSign

Request

Post
Content-Type: application/json
Accept: text/plain
MultiSignPdfDigestRequest<string>
{
"pdfData": "string",
Base64 cw,s L PDF o

"signerCertificate": "string",
Baseb4 cw s b sosSlasl alss

"certificationLevel": ., 4>y

Laal (oo ys elans
"dateTime": "dateTime", 8 a>g
L gl
"reason": "string", sk
Lasl cle
"location": "string", & k>

S Soadga ol
"imageDataUrl": "string", L=l
Schema Base64 w8 b ooslasl w10 7,0 Cuz Hlas 50 gl
"page": number, Y g
Lasl psal z,0 Sz S axio o)led
"lowerLeftX": number, Y 4>y
Ao )d pgal Cusdge
"lowerLeftY": number, Y g
Axio )d poal Cosdse
"upperRightX": number, ¥ a>g
Ao ;3 pgal Coxdge
"upperRightY": number, Y a>y
Ao ;3 pgal Coxdge
"signatureFieldName": "string", f ag
Lael olsd o
"hashAlgorithm": HashAlgorithm ¥ o,les Jgu

A slasl Gldos 1o oolaul cyz s g0 (g5le 02,8 oo ;93]
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}
Response
Status Code 200 Success / 400 BadRequest
200 Schema Base64 cw s L PDF i Digest
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

polie plo 5l @bl (gl 0S5 " Ll b Lasl (g s prlan 995 Laal loase siw caljls a5 lole )
Awles azxle 90l Jga> 4 certificationLevel yul )l

5 > S 0 (0, 0) abass Koo QL,,fa.g.oo)f‘_ga dwlre Slaiz joome ;0 +Y g +X luly paal Coaxdse Y
S, 1 3 PDF asaw ool
Pl sk &

upperRightY
(160,120)
................. _.
lowerLefty H l
? Lial ppes saye | upperRightX
'
(0,0) [
lowerLeftX

Al ol oo lase iImageDataurl ol )l a5 ol 5Lo sl 1o j0 pgad Olabue s a5 ail alils axg5
Al g paal Slaise sl 4 5l Lael pgal 70 4 bled pas Sy Ko Sloa

Wil a5 dalps o g aiw o Lael pgai 2,0 Caa ais 90 axio ojled b cenl plp page yiol b jlade Y
Syt a8 S Sl N b plp b el cnljlade b ood aaw )3 Lasl g )9

Sl 0aied dawgs biwg wb a5 ail o Lasl 2 1y plete pb S Jolis signatureFieldName) Laol oLs . €
iz S J 50 b anles | >1 Adobe Reader (o 1) oo Lael auw cal BI Lasl ald svalice gly 09 20
Sgd 00l isles ald b
] 00 4.«».5; ]]éﬁ)b Lol J.LJ fLa Q‘?“"" (SUb]eCtDN) 6@‘; ﬁ)b‘ sy Aged pogual O
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Signatures

Elv Validate All

Signature is valid:

Signer's identity is valid

= Signature Details
Reason:
Location: IR

Certificate Details...

E‘&b Rev. 1: Signed by elnaz Arabsarhangi [Sign] <0015063402@softsign.ir>

Document has not been modified since this signature was applied

Signing time is from the clock on the signer's computer.
Signature is not LTV enabled and will expire after 2025/05/01 09:50:07 +03'30

Last Checked: 2024.06.05 09:46:45 +03'30'

Field:

g=", E=0015063402

Phone="M3L04UG6Q+ MFV20I0al2q3tfyb0TwsswzeOXLIKII
sign_ir, CN=elnaz A i

[Sign], SERIALNUMBER=0015063402, G=jLill, SN= Zis juu s,
0=Unaffiliated, L=-, 5=-, C=IR-10:2:33:0 on page 1

e 18 a8 ley boplpy b | Lasl ley L€

PDF s a4y Ll y0g381 071 Y/Y

45 355 o o3liil (PKCSHLs Juilil b laie) PDF s oSy o oo Lael DIgest Jlaio ols )5 jslate a5 oo ! 5|

B9 oo o8ls iS5l Baseb4 alh ) LB s oad Lasl s cwl (sounie slalael sl yls

Post

Header

{

Schema

"location":

Content-Type: application/json
Accept: text/plain
MultiSignPdfSignature <byte[]>

"pdfData": byte[],
"signerCertificate": "string",

"certificationLevel": ., ) 4>y

"dateTime": "dateTime", V a>g

"reason": "string", s ks

string", s ks

api/CryptoService/PutPDFSignatureForMultiSignRaw

bytell cw s L PDF axw

bytell cu s b sasSladl a1

L2 oy el

Lo olb;

Lael clde

S Coadse ol

[Cal
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"imageDataUrl": "string", L=
Base64 s b ooslasl wiw 1o 7,0 Cuz Lo 50 gl
"page": number, Y g

Lasl paal z,0 Sz diw dxio o)led
"lowerLeftX": number, ¥ 4>y
Axio )d pgal Cusdse
"lowerlLeftY": number, Y g
Axio ;S poal Cusdse
"upperRightX": number, Y a>g
Ao ;3 pgal Coxdge
"upperRightY": number, Y &g
Ao ;3 pgal Coxdge
"signatureFieldName": "string", f a>g
Laael olsd ols
"hashAlgorithm": HashAlgorithm, O d>g
i slael Gldos 1o oolaiul cyz s g0 (g5le 02,8 oo ;93]
"signature": byte[] f .y

bytell cw s L PDF axs 5l saslasl Digest

Status Code 200 Success / 400 BadRequest
200 Schema bytell cw,s b oot Lasl PDF o
{

"error": "string",

"result": byte[],

"statusCode": number => 200 Success / 500 Error

}

&l 2sb PDFDigestForMultiSignRaw sl ;s oo 43,5 i jo jlade bl wb certificationLevel jlai )
Ales daxlio 90 Lo Jga 4 certificationlevel gl )l polie 5l el

5 o Caom 40 (0, 0) ahais Koo lo .00 ,5 o dwle Slaie jeme 0 +Y g +X uloly pgai Cuadge LY
Syl )18 PDF axaw 4l

s jsbo
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upperRightY
(160,120)
................. _.
lowerLefty H i
T Lol g Copaipe | upperRightX
1
i
(0,0) -
lowerLeftX

asl el 2o laie imageDataUrl fal )by a8 conl 5L sl i )0 pgad Slaisie s a5 0L aLils axgs
Al g pyal Slaizw sl 4 5l Lael pgal 70 4 bl pas Shgo 0 [0 Slo w
2 65 a5 (ld )0 g i 50 Ll ol 0 Sz i 90 axio o)lad b Ceol il page ol lade T

dgs 48,5 )Ja‘.i)ollg)glﬁ b el ol lade ML‘SN Siw 0 Lael pgas z,°
Slie 00ipd drwgi lawgi db a5 aib o Laal o sy pleis b 5 el (signatureFieldName) Lasl als ¥

Cooms Jiy y0 b asles 1> Adobe Reader o 1) oals Lael aiw el S5 dLasl ald osslice (gly 058 20
35 03l iulad ald b yulul y Lasl ledlbl ac gaso c
!y .ail PDFDigestForMultiSignRaw ab ;o oals azd )3 Jlas s Jlade bl wb HashAlgorithm jlais .0
Aol axlie ¥ o jleis Jgam 4y hashAlgorithm el )l olie 5l el
las dasl colo 218 5,k 5l b laul PDFDigestForMultiSignRaw wie (>g,5 5l sowl cawy Digest .7
PutPDFSignatureForMultiSignRaw aie o signature el )b jlade lgie 4y o 5 99 Laal 55 Lol i b
SSRBC
59 Lasl PKCSHL o lasbewl b gl 03l PDF ww Digest o
bl sl ead wd S ks ke L glhe Wl Lad olles s sslitl 5yse silupnys Sl @
sk HashAlgorithm
Jake § e (J93S yle; PUtPDFSignatureForMultiSignRaw wie ;o Lasl olej jlade a8 ol ails a5 Y
2l (oo (e
PutPDFSignatureForMultiSignRaw 4 PDFDigestForMultiSignRaw aie g0 ;o S i sl yial b oles A

il S polae olls wul

api/CryptoService/PutPDFSignatureForMultiSign

Request
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Method Post
Content-Type: application/json

Header )
Accept: text/plain

MultiSignPdfSignature<string>

{
"pdfData": "string",
Baseb4 cw,s L PDF o
"signerCertificate": "string",
Baseb4 cw s b waSlasl calss
“certificationlevel": -, 4>y
Ladl (g i has
"dateTime": "dateTime", VY ag

Laol oylo;
"reason": "string", s ks
Ladl cde
"location": "string", s ks
S Codge pb
"imageDataUrl": "string", L=
Baseb4 cw s b saslasl aiw ;o 7,0 Cuz s g0 pgal
"page": number, Y arg
Laol yigal 7,9 Cuqz S axis o)l
"lowerLeftX": number, Y >y
Ao ;3 pgal Coxdge
"lowerLeftY": number, ¥ arg
Ao ;3 pgal Coxdge
"upperRightX": number, Y arg
Ao )d pgal Cusdge
"upperRightY": number, ¥ 4>y
Axio )d pgal Cusdge
"signatureFieldName": "string", = f «>g
Lasl als ab
"hashAlgorithm": HashAlgorithm, o 4>y
s slasl Sllas )o oslinul cuz S5 )50 55l 00,5 o 555l
"signature": "string"  # 4>y

Base64 ¢ 3 L PDF axw jl sailasl Digest

Response

Status Code 200 Success / 400 BadRequest
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1)

200 Schema Baseb4 ¢ L ous Lasl PDF i
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

!y il PDFDigestForMultiSignRaw sl s oo a3 5 i jo Jlade b il ol certificationLevel jlaie )
Sles dnxlie 90 leds Jgom 4 certificationlevel gl )l polie 5l el

5 e Caom 48 (0, 0) ahais Koo lo .00 ,5 o dwle Slaise jeme 0 +Y g +X uloly pgai Cuadge LY
2,08, 3 PDF axéns ool

Pl sk &

upperRightY
(160,120)
................. _.
lowerLefty H i
T Lial p pusi Senbya | upperRightX
1
(0,0)
lowerLeftx

asl oals oo lade imageDataUrl yiol Ly o5 el 5Lo sl i 1o paal Claisee o a5 ail alils a>g
Al g paal Slaize s 4 5l Lael pgal 70 4 bled pas Sjgo e o Slow
2G5l a5 alpd o Jg ot o Ladl gl £)0 gz s ge dxio oyl b Sl page sl lade ¥

S axd S Slas o V bl b eyl cpl lade 0l sed diws o Laal pgad 750
Sl 0aim drwgd bawgs Wb a5 ail oo Ll ,o (gl pleie o SO Julis (signatureFieldName) Lasl ols .Y

Cooms Jiy ,0 b asles 1> Adobe Reader o 1) oads Lael aiw el S5 dLasl ald ooslive (gly 058 20
Sgd 00l isled ald pb yuluslyy Lasl Cledlbsl degozms e
bl sl .asb PDFDigestForMultiSign sl ,o oo ax3 3 ,kas,o Jlade byl wb hashAlgorithm jlaae .0

Swles anxl e § o lais Jgo 4 hashAlgorithm yl )l yolis ;)
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L slhe Lol colo 2lsS 5 b 5l b loaol PDFDigestForMultiSign aie >g,5 5 sdwl cawas Digest .7
3,5 ,1,8 PutPDFSignatureForMultiSign we jo signature el )b jlade olgie a5 o 9 954 Laol 55 Loyl
595 Lasl PKCSHL s lailiwl b 5:llae oyl PDF . Digest @
Febl lr ead ad Sk e b @l Wb dasl Clles o oslinal 5)5e il oSl @
asb hashAlgorithm
S8 o 5 Cas S¢S Lo PUtPDFSignatureForMultiSign aie ;o Lael gloj jlade a8 ail anils asg5 .Y
IRV PN
s)ls oL PUutPDFSignatureForMultiSign 4 PDFDigestForMultiSign o g ,o S yiiee sla el b cales A
it Gy polie

P\Y L PDF woww 450> gLl &7V Y
NP JERN 23,5 o oslaul Crypto (WIS o cwate pl 51 P12 LB 5l eolawl b PDF wis S sasie slalasl jslais 4

api/CryptoService/PdfMultiSignByP12Raw

Request

Post
Content-Type: application/json
Accept: text/plain
PdfMultiSignByP12Request<byte[]>
{
"pdfData": byte[],
bytel] cw 3L PDF wo

"signerCertificate": byte[],
bytell cw s b (P12 J1) suusSladl alss

"certificationLevel": ., 4>y

Laal (oo yws lans

"dateTime": "dateTime", 8 a>y
L) gl

"reason": "string", & ks
Ladl cle

"location": "string", s ks
S CusBee ali

"imageDataUrl": "string", L=l
Baseb4 cu b b oasladl arw ;o 7,8 Cpz ,1a3s 50 poai

"page": number, Y oag
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Lasl yigal 7,9 Cuqz S dxis o)l
"lowerLeftX": number, ¥ 4>y
Axio )0 pgal Coxdse
"lowerLeftY": number, Y a>g
Axio )d pgal Cosdse
"upperRightX": number, Y a>g
Axio )d pgal Cosdse
"upperRightY": number, Y 4>y
Axio ;S poal Casdse
"signatureFieldName": "string", f g
Lael olsd ol
"hashAlgorithm": HashAlgorithm, ¥ oles Jsus
aiw glasl Gldes jo oolaiwl e s a0 (53l ©2,0 w63l
"Password": "string"

P12 LG s,
1
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell cw,s b sasslad PDF a
{

"error": "string",
"result": byte[],
"statusCode": number

}

api/CryptoService/PdfMultiSignByP12

Request
Method Post

Content-Type: application/json
Header i
Accept: text/plain

PdfMultiSignByP12Request<string>

{
"pdfData": "string",
Baseb4 cw,s L PDF o
"signerCertificate": "string",
Baseb4 cw,d L (P12 LB) sauSlasl oalss

"certificationLevel": ., ) a4y

"dateTime": dateTime, 0 4>y
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"reason": "string", s ks
Ladl cde
"location": "string", s,k
S Cosdge ol
"imageDataUrl": "string", Lzl
Baseb4 cw s b saslasl aiw )0 7,0 Cuz s g0 pgal
"page": number, Y oaxg
Lb.a‘ﬁya.?z)oc‘.@?mma)@
"lowerLeftX": number, ¥ 4>y
"lowerLeftY": number, Y g
"upperRightX": number, Y 4>
W)o ).15..43 C,u.aﬁj.n
"upperRightY": number, Y 4>
W)o )39‘4: Ms—ﬂ

"signatureFieldName": "string",

Lasl oLd ab
"hashAlgorithm": HashAlgorithm, £ o,les Jsoo
st slasl Sllas ;o osliiul gz s 50 (55le o8 i oS!
"Password": "string"
P12 b 5,

- ’1
PN
—
-
S
N&2s
c-
—
&

Response
Status Code 200 Success / 400 BadRequest
200 Schema Base64 ¢ i b snisliasl PDF aiw

"error": "string",
n, n

"result": "string",
"statusCode": number

}

Awled dxxl0 90, Jga> 4 certificationLevel ol L
2,0, 3 PDF axan ool

o o PKI-DSS-API-DG
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Pl ok 4

upperRightY
(160,120)
lowerLefty i
T Lial g costlye upperRightX
(0,0)
lowerleftX

Al ol oo lase imageDataurl jol )l a5 ol 5L0 oyl 18 j0 pgad Olabue s a5 ail alils axg5
Al g pgal Slaize s 4 (5l Lasl pgal 70 4 bled pas Doy [0 Slo 4

G ils as Jall o Jsdiw jo Lasl peal 7,0 Sz Hlais e asio o led b cl ol page yielil laas Y
gl axd)S Sl oV bl b eyl cnl jladie aBl ged wis j0 Lol pgal 750

Jlaie 0aimd dawgd bawgs Wb a5 ail oo Lasl o slp plete pb G Julis (signatureFieldName) Lasl oLs . ¢
(o oo J j0 U asled 1>1 Adobe Reader s 1 ool Lael s cusl B dLasl ald svalic gl p 09l o2
Sgd 00l isled ald ob ulusly Lasl wledbsl acgoze
ol 0als a8 3 iy Lasl ald pb lgisy (SUDJECIDN) 215 DI, 535 digad yguad ;o

Signatures »

EI' Validate All

E&'"O Rev. 1: Signed by elnaz Arabsarhangi [Sign] <0015063402@softsign.ir>

Signature is valid:
Document has not been modified since this signature was applied
Signer's identity is valid
Signing time is from the clock on the signer's computer.
Signature is not LTV enabled and will expire after 2025/05/01 09:50:07 +03'30"
[ Signature Details
Reason:
Location: IR
Certificate Details...
Last Checked: 2024.06.05 09:46:45 +03'30"

Field: i E= 005063403 Esoftsign. ir.
Phone="M3L04UGEQ+ MFV201Qal2q3tfjyb0TwsswzeOXLIKS]
g=", E=0015063402@softsign_ir, CM=elnaz Arabsarhangi
[Sign], SERIALNUMBER=0015063402, Gz jLill, SN= ,Zis junyz,
O=Unaffiliated, L=-, S=-, C=IR-10:2:33:0 on page 1

20 18 G955 oo bl il |y Lael gloy .9
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PDF 56 31 raolonlss ol sl 8/ ¥

Sl S oo glysel B 5l wlazs 515 ooliiul 5,90 PDF (Ll sliael jsliie 4y a5 slaaolinlss solos aie oyl

Request
Method

Header

Response

Status Code
200 Schema

Request

Header

Response
Status Code

200 Schema

[Cal

£ amio

il O ygo 4 CHYpLo oS 15 Cwas opl (goaimadil,l sie

api/CryptoService/PdfExtractCertificatesRaw

Post
Content-Type: application/octet-stream
Accept: text/plain
signedPdf: byte[]
bytell cw, b saslasl PDF ars

200 Success / 400 Error
bytell cw s bons gl el sla o165 51 s
{
"error": "string",
"result": [Enumerable<byte[]>,
"statusCode": number => 200 Success /500 Error

}

api/CryptoService/PdfExtractCertificates

Post
Content-Type: multipart/form-data
Accept: text/plain

signedPdf : string
Baseb4 ¢ L sailasl PDF o

200 Success / 400 BadRequest
Basebd cuw b b oais glyseinl sl algS 5l i yed
{
"error": "string",
"result": IEnumerable<string>,
"statusCode": number => 200 Success / 500 Error

}
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PDF 116 31 Laliwl wledb| &l w6/ 8

OIS s e ) gonpoaily) ate Sy S e sl | PDF L s syzge slaliael sslos ledbl wie oyl

Request
Method

Header

Response
Status Code
200 Schema

Request

[Cal

7Y daxan

Header

1wl iy O,ye0 4 Crypto

api/CryptoService/PDFExtractSignerinfoRaw

Post
Content-Type: application/octet-stream
Accept: text/plain
signedPdf: byte[]
bytell s b saslasl PDF aws

200 Success / 400 Error
Laol Sledlbl 51 i 108

{
"error": "string",
"result": IEnumerable<Signerinfo<byte[]>>
[
"location": "string",
S Coadga ol
"reason": "string",
Ladl cde
"revision": number,
Lasl oAJ)Lw.'Z:
"signatureName": "string",
Lol als ol
"signDate": "DateTime",
Laael ols;
"signingCertificate": byte[],
suisSlaal oalsS
"certificationLevel": CertificationLevel o leds Jgax

Ladl (g i oo
]’

"statusCode": number => 200 Success /500 Error

}

api/CryptoService/PDFExtractSignerinfo

Post
Content-Type: multipart/form-data
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TA

Accept: text/plain
signedPdf : string
Base64 ¢ s b oaislasl PDF i

Response
Status Code 200 Success / 400 BadRequest
200 Schema Ll ledbol 51 i 5!
{
"error": "string",
"result": IEnumerable<Signerinfo<string>>
[
"location": "string",
e Cuadse ol

"reason": "string",

Ladl cde
"revision": number,
Lasl oas Lo
"signatureName": "string",
[ RVICIN
"signDate": "DateTime",
Laael ols;
"signingCertificate": "string",
suisSlaal oalsS

"certificationLevel": CertificationLevel o leds Jgax

],

"statusCode": number => 200 Success /500 Error

}

PDF Jluzs glaol §souas 0/ 7
oS 0 Zweas cpl goamaddl )l aie LSy 10,5 e )8 eolaiul 0,90 PDF Jlizus slasl gouai jshaie 4w )

1wl 1y O ,y90 4 Crypto

api/CryptoService/PDFVerifyRaw

Request
Method Post

Content-Type: application/octet-stream

Accept: text/plain

Schema signedPdf: byte[]

Header
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bytell cw, b saslasl PDF aws
Response
Status Code 200 Success / 400 BadRequest
200 Schema PDF slasl e como azs
{
"error": "string",

"result": bool,
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/PDFVerify
Request

Post

Content-Type: multipart/form-data
Accept: text/plain

signedPdf: string

Header

Base64 i s suslasl PDF s

Response
Status Code 200 Success / 400 BadRequest

200 Schema PDF (slael (s como az

{

"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

Lol (2185  xouwylel 9 PDF Jluzw s gLl @%M’A/\ v
39 Oeized 10,8 oo )8 colaul 5,90 PDF L8 S (59, 2 oadyole Jlioms slalaslilasl goas jghaie 4y aie oyl
oW )8 Cwas ol gosadl )| wie SlSie 09l oo oy 2 Lasl (o liel Cga 39250 lao lailinl den gy (pl

il 33 90 45 Crypto

api/CryptoService/PDFVerifyAndValidateCertificateRaw

Request
Method Post

Content-Type: application/json

Accept: text/plain

PdfVerifyAndValidateRequest<byte[]>

{

Header

Schema

o o PKI-DSS-API-DG
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"signedData": byte[],
bytell cw,s b waslas PDF a

"vaProfile": "string" Lzl

Basebd cw i b ol e liel Sllas )0 ool cga s 50 Jildg o

}
Response
Status Code 200 Success / 400 BadRequest
200 Schema odliael diw w3l 28 5L ol S ed
{
"error": "string",
"result": IEnumerable<VerificationResult>
[
{
"certificate": byte[],
bytell ¢ b Ladl alss
"status": CMSVerifyValidationStatus, 6 s led Jgo
Lasl Cong
"revision": number,
Ladl 5 ous)las
"result": bool
Lasl o)l azes
}

],

"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/PDFVerifyAndValidateCertificate

Request
Method Post
Content-Type: application/json
Accept: text/plain
PdfVerifyAndValidateRequest<string>
{
"signedData": "string",
Baseb4 s b wasslasl PDF asw

Schema

"vaProfile": "string" Lzl

Basebd cw il ol e liel Sllas )0 solaiwl e s 50 Jilog ob

Response

o o PKI-DSS-API-DG
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Status Code 200 Success / 400 BadRequest
sailanl ates gy 5l (iS5l @l Sl S o

200 Schema

{
"error": "string",
"result": IEnumerable<VerificationResult>

[
{
"certificate": byte[],
Baseb4 v s L Ladl alss
"status": CMSVerifyValidationStatus, o oles Jsoo
"revision": number,
Las! < o..xj)Lmi':

"result": bool
Lasol bl azesss

I

"statusCode": number => 200 Success / 500 Error

}

g
O yg0yS (9 09,5 cod dnog o] Jlol g ol oo (6, VaProfile jie,l  20,lake coaislael s obj,l als jo

Sl S8y 1) ¥ sl plesal) g jlEl 0 5l 0l oo bl Gl (o8 )lde & 5ls

Sloj o 31 (B9SR! 871 A
Cwds 1l gosmadl )| e Gl 005 oo 8 colaiul 550 0ulsjolo Sloj e 1 alialgs 2l Sinl jelaie 4 Wi oyl
1wl 3 &0 4 Crypto IS 5o

api/CryptoService/TstExtractCertificatesRaw

Request
Method Post
Content-Type: application/octet-stream
Accept: text/plain
tst: byte[]

Header

bytell cwp bons jolo Sboj we

Response
Status Code 200 Success / 400 Error

o o PKI-DSS-API-DG
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200 Schema o gl el sla 8l 5l i b
{

"error": "string",

"result": [Enumerable<byte[]>,

"statusCode": number => 200 Success /500 Error

}

api/CryptoService/TstExtractCertificates

Request

Post
Content-Type: multipart/form-data
Accept: text/plain

tst : string
Baseb4 cu s boas jolo b ee
Response
Status Code 200 Success / 400 BadRequest
200 Schema o gl el sla 8l 5l i o
{

"error": "string",
"result": IEnumerable<string>,
"statusCode": number => 200 Success /500 Error

}

Sloj o 31 sloj &Pl 871 4
59 Cwad ol godimadsl)l wie Dl 05 oo I8 colainl 590 cad oo Sy e 3l lej zlAusl Hslaie 4 aie oyl
el POy A Crypto u»)if

api/CryptoService/TstExtractTimeRaw

Request
Post
Content-Type: application/octet-stream
Header )
Accept: text/plain
tst: byte[]
bytell cwp bons jolo Sboj se
Response
Status Code 200 Success / 400 Error
200 Schema ozl el )l
{
e PKI-DSS-API-DG
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Request
Method

Response
Status Code
200 Schema

"error": "string",
"result": "dateTime",
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/TstExtractTimeRaw

Post
Content-Type: multipart/form-data
Accept: text/plain
tst : string
Baseb4 v s bous jolo Jloj e

200 Success / 400 BadRequest
ool e
{
"error": "string",
"result": "dateTime",
"statusCode": number => 200 Success /500 Error

}

Slo) o B0 /Y

oW 5o Cwas ol gedimaddll wie OlS i 05 o I8 eolatil 0590 0ul oo Slej e Braal jslhaie 4 Wik oyl

Request
Method

Header

Response

il 33 )90 45 Crypto
api/CryptoService/TstVerifyRaw

Post
Content-Type: application/json
Accept: text/plain
TimestampVerifyRequest<byte[]>
{
"message": byte[],
bytell cuw,s b (Ladl 51 L3) adgl slgzxa
"timestamp": byte[],
bytell cwpbons jolo Sbjpe
"certificate": byte[]
bytell cw s b sasSlasl alss

[Cal

YY axaw
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Status Code 200 Success / 400 BadRequest
200 Schema Sloj e P Cono dons
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/TstVerify
Request
Method Post
Content-Type: application/json
Accept: text/plain
TimestampVerifyRequest<string>
{
"message": "string",
Base64 cuw s b (Lasl 51 L3) adgl glyixe

Schema "timestamp": "string",

Baseb4d cw i bonss jolo Jloj e

"certificate": "string"
Baseb4 ¢ s L oausSladl alss

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema Sloie (T Lo dzml
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error
1

RSA r,.:.g‘”ijl g»l.wb.g pl.u ‘Sbé.olb/* \

Wl ) Do 4 Cwad Cpl godimads] | wie (x5 00 oo ooliiwl ply (slanl Cg RSA o631 5l wie (] 5o

api/CryptoService/SignRaw
Request
Method Post

Header Content-Type: application/json

o o PKI-DSS-API-DG
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Schema

Response
Status Code

200 Schema

Request

Header

Schema

Response

Accept: text/plain
CryptoSignRequest<byte[]>

{
"data": byte[],

DYtel] cup b Ladl e 50 ol
"certificate": byte[],
bytell cw s b (Logas oS 5 alsS sob>) pfx L pl2 L
"hashAlgorithm": HashAlgorithm ¢ s Lo Jsu
Lisel Slilac 5 oalitul Caa i 90 (gilo o835 poe 55!
"certificatePassword": "string" = a>g

pfx b pl2 LG 5,

200 Success / 400 BadRequest
bytell cwp b ply sla
{
"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/Sign

Post
Content-Type: application/json
Accept: text/plain
CryptoSignRequest<string>
{
"data": "string",
Baseb4 ¢ s b Lasl g jlais g0 plo
"certificate": "string",
Basebd cu L (Legas oS ¢ 2155 ol>) pfx L pl12 L1
"hashAlgorithm": HashAlgorithm ¥ oles Jgoe
Laael Slkoe s ooliiul cagar Lo g0 (55le @y @e,5S!
"certificatePassword": "string" 4>y

pfx L p12 LG 5,

[Cal
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A

Status Code
200 Schema

200 Success / 400 BadRequest
Baseb4 cw i b ply sl

{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

1A g

Sgd 48,8 L s null bl certificatePassword laae ol il e, 98 pfX L pl2 LB oS 550,09

S sl gldol (33 ouas O/Y ¥

ol 1) Oyge A Gl godimaddll ate (o ya5 098 oo 00laiw PKCSHL o jlaslin] b Lael 008 Cga o opl

Request
Method

Header

Schema

Response
Status Code
200 Schema

[Cal

V& axaw

api/CryptoService /VerifyRaw

Post
Content-Type: application/json
Accept: text/plain
VerifyRequest<byte[]>
{
"data": byte([],
bytell cw s b (Ladl 51 L3) adsl slgioxe
"signature": byte[],
bytell e, b Ladl lye
"certificate": byte[],
bytell cw s b sausSlasl alss
"hashAlgorithm": HashAlgorithm fo,leds Jgoo
Ladl wldas )5 0ads oslaiwl (g5lu o250 v,

200 Success / 400 BadRequest
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error

}

PKI-DSS-API-DG
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api/CryptoService /Verify
Request

Method Post
Content-Type: application/json

Header

Accept: text/plain
VerifyRequest<string>
{
"data": "string",
Base64 B ;s (Lasl 3l J3) adgl slyime
"signature": "string",
Schema Base64 ¢ s L Lasl sl

"certificate": "string",
Baseb4 cu s b sansslasl ol
"hashAlgorithm": HashAlgorithm ¥ olots Jgax
Lael Slilas 5 o ooliul (g5le a0, w5

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema Laol (i Como azd
{
"error": "string",
"result": bool,
"statusCode": number => 200 Success / 500 Error
1

oo Lol XML s o2z sl 8/
2,5 i liel g5 oo XMLVEify sl oS a1, wil oads Laal a8 XML s S5
/api/CryptoService/XMLVerify
Request
Method Post
Content-Type: multipart/form-data
Header i
Accept: text/plain

dataUrl: string
Baseb4 ¢ s b ous Laol XML o

Response
Status Code 200 Success / 400 BadRequest

200 Schema Lasl (i Como as

{

"error": "string",

o o PKI-DSS-API-DG
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"result": bool,
"statusCode": number => 200 Success / 500 Error

}

G5 0,8/ F

el 53 O go 4 Cwedd ol (goaimsdl | ate (ay pai 05 o oolaul cad astive Sledbl (6,108 e ) S Wi oyl

Request
Method

Schema

Response
Status Code

200 Schema

Request

Schema

[Cal

YA a=ao

api/CryptoService/EncryptRaw

Post
Content-Type: application/json
Accept: text/plain
CryptoRequest<byte[]>
{
"cipher ": byte(],
bytell cu b b o ) Kze, slp ;55,50 Sledl

"certificate": byte[],

bytell cwyi b K0, Sldas sl olitals 50 1y

200 Success / 400 BadRequest
bytell cw,d b saisie, cledll
{
"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/Encrypt

Post
Content-Type: application/json
Accept: text/plain
CryptoRequest<string>
{
"cipher ": "string",
Baseb4 cu il s, K, slp o, g0 ledlbl

"certificate": "string",
Baseb4 cuyi b o)Kise, Sllas gl ooliuls jgo alsS

PKI-DSS-API-DG
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Response
Status Code

200 Schema

Request
Method

Header

Schema

Response
Status Code

200 Schema

Request
Method

Header

Schema

[Cal

Y axan

200 Success / 400 BadRequest
Baseb4 cu b bonije, Sledbl
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/CmsEncryptRaw

Post
Content-Type: application/json

Accept: text/plain

CmsEncryptionRequest<byte[]>
{

"message": byte[],
bytell cwp b o, K50, slp ks 5o Sledbol
"certificates": IEnumerable<byte[]>
bytell cu s b 5,0, Slbos (sl o3lituls; g0 slo aalizalss Cond

200 Success / 400 BadRequest
bytell cws b snsye, Sledbl
{
"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/CmsEncrypt

Post
Content-Type: application/json
Accept: text/plain
CmsEncryptionRequest<string>
{
"message": "string",
Baseb4 cu i b o) Kie, slp o, g0 ledll

"certificates": IEnumerable<string>

PKI-DSS-API-DG
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Baseb4d Ceoyd b (5,050, Sllas (5lp oolainls g0 o dalialsS cundd

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 cu b b oniije, cledlb
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

LS 30,8/78
il ) D0 A Cwed ol (goaipodil )| wie iy el 0gud oo oolaul culd aseiine Sledbl SLiF e S v oyl
api/CryptoService/DecryptRaw
Request
Method Post
Content-Type: application/json
Header )
Accept: text/plain
CryptoRequest<byte[]>

{
"cipher ": byte[],
bytell cus b o, cledbl
"certificate": byte(],
bytell cu,s b o, K50, Slibas (sl ooliuls g0 0155

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell cw s bons HlaS)e, Sledbl
{

"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/Decrypt

Request
Method Post

Content-Type: application/json

Accept: text/plain

Header

o o PKI-DSS-API-DG
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Response
Status Code

200 Schema

Request

Header

Response
Status Code

200 Schema

Request
Method

Header

[Cal

A a=ao

CryptoRequest<string>
{
"cipher ": "string",
Baseb4 cu b bodije, Sledbl

"certificate": "string",
Basebd cu i b 5, K5, Sllas gl oolituls ge 2l

200 Success / 400 BadRequest
Baseb4d cw b Lo oliS e, cledlbl

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

/api/CryptoService/CmsDecryptRaw

Post
Content-Type: application/octet-stream
Accept: text/plain
cipher: bytell
bytell cu,d b saisie, cledll

200 Success / 400 BadRequest
bytell cu,d boss Slasse, Sledll

{
"error": "string",
"result": bytell,

"statusCode": number => 200 Success /500 Error

}

/api/CryptoService/CmsDecrypt

Post

Content-Type: multipart/form-data
Accept: text/plain

cipher: string

PKI-DSS-API-DG
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Baseb4 cu b bonije, Sledbl

Response
Status Code 200 Success / 400 BadRequest

200 Schema Baseb4 cu i bons oliSse, wledll

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

Ol (588 3,8/ Y 7

25 Doge A Cwdd cpl osadil )] wle oy pxi 09l oo eolatil cals asiine Sledl ¢ lae (6,135 50, Cy wke oyl

oW

api/CryptoService/SymmetricEncryptRaw
Request

Method Post
Content-Type: application/json
Accept: text/plain
SymmetricEncryptRequest <byte[]>

{
"key": byte[],

Header

bytell v b 5,85, a5

"iv'": byte[],

Schema bytell cwys b sl sy

"symmetricAlgorithm": SymmetricAlgorithms, A ojless Jsox
688 50, ldas )5 oolatul 8,50 v ;6!

"data": byte[]
bytell cu b b 5 li8 50, Sllas sl s g0 cledlb|

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell cws b oas 6,138 50, Sled!
{

"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

o o PKI-DSS-API-DG
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api/CryptoService/SymmetricEncrypt
Request

Method Post
Content-Type: application/json
Accept: text/plain
SymmetricEncryptRequest<string>

{
"key": "string",

Header

Baseb4 cw i b 5,385, ol

"iv'": "string",
Basebd s b opslel sy

Schema

"symmetricAlgorithm": SymmetricAlgorithms, A o)les Jgu>

688 50, ldas jo oolatul 8,50 i ;oS!

"data": "string"
Baseb4 cu bl 6 |38 50, olles glp s, 50 ledlb|
1
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 cu i bons 5,055, Sledlsl
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

oo gsg.l.&f}o)al*v

2 Dyge 4 Cwds ol (goaimadsl)]l dle (ayyai 09 oo ooliiwl ol aseine Sledbl i HliS ey Sy e oyl

oW

api/CryptoService/SymmetricDecryptRaw

Request
Post

Content-Type: application/json
Accept: text/plain
SymmetricDecryptRequest<byte[]>

{
"key": byte[],

o o PKI-DSS-API-DG
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Response
Status Code

200 Schema

Request
Method

Header

Schema

Response
Status Code

200 Schema

[Cal

bytell ca b olassa, als
"iv'": byte[],
bytell cwys b cpslel sy
"symmetricAlgorithm": SymmetricAlgorithms, A o)les Jgu>
G50, Slilas oud oolitl 4y 55!
"cipher": byte[]
bytell cwy b snsje, Sledbl

200 Success / 400 BadRequest
bytell cw b ons HlaSse, oledbl
{
"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

t
api/CryptoService/SymmetricDecrypt

Post
Content-Type: application/json
Accept: text/plain
SymmetricDecryptRequest<string>
{
"key": "string",
Basebd cu il sliSie, ol
"iv": "string",
Baseb4 b opjlel oy
"symmetricAlgorithm": SymmetricAlgorithms, A oles Jga>
68 50y Sllas ouds oolizul w56
"cipher": "string"
Baseb4 cu b b onije, oledbl

200 Success / 400 BadRequest
Base64 cu b b oas liSe, cledll

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

PKI-DSS-API-DG
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CMSAttached JB ;I oly ! 5wl 8/ A

58 el 00 plasl T 5l eolannl b (6,050, ldos 5 0l co 39350 CMS LIB S jo a5 ply 4 olitws jelaie

FW PR 43..9).? )Ja.: 90 gy X Crypto U’“MS
api/CryptoService/CmsExtractAttachedMessageRaw

Request
Post
Content-Type: application/octet-stream
Header )
Accept: text/plain
enveloped: byte[]
bytell cuw,s L (CMS) saisliasl slgie
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell cwp L CMS B 5l oass &l 5l ol
{
"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/CmsExtractAttachedMessage

Request
Method Post
Content-Type: multipart/form-data
Accept: text/plain
enveloped: string

Schema Baseb4 oyl CMS) saislasl Slgizms

Response
Status Code 200 Success / 400 BadRequest
200 Schema Base64 s L CMS LB 5l euss 2l 5l ol

"error": "string",
n,on

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

o o PKI-DSS-API-DG
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2155 6 3| Thumbprint &/, 8/Y 4
o 48,5 Sl jo 3 we Crypto (oS )8 il oo 39250 2155 LB o a5 Thumbprint old 4 Slaws jelate 4
ol

api/CryptoService/CertificateThumbprintRaw

Request
Method Post
Content-Type: application/octet-stream
Header )
Accept: text/plain
rawData: byte[]
Schema ; _
bytell cw,d b ks 50 oalsS
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell ¢, L ol Thumbprint
{
"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/CertificateThumbprint

Request

Post

Content-Type: application/octet-stream
Accept: text/plain

base64Certificate: string

Header

Basebd cw il ks g0 2lsS

Response
Status Code 200 Success / 400 BadRequest

200 Schema Baseb4 cuw s L alss Thumbprint
{

"error": "string",

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

PIY 2ls5 b Soug yisIl glol O/

ol oy 4235 a5 5 05 e CIYPLO oS 1o P12 iz 5l olsS L L Iz glinsl jglace 4,

o PKI-DSS-API-DG
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Request
Method

Header

Schema

Response
Status Code

200 Schema

Request
Method

Header

Schema

api/CryptoService/SignByP12Raw

Post

Content-Type: application/json
Accept: text/plain
CryptoSignByP12Request<byte[]>

{
"data": byte[],

bytell cw b Lad cus ais g0 plo

"certificate": byte[],
bytell cwp b (P12 L) cauSlasl alss
"hashAlgorithm": HashAlgorithm,

Laol Sllas )0 oolainl cga 1858 j50 (55l m2,0 niy ;o3|

¥ o)l.aui‘: Jgd?

"password": "string"
Base64 cuw b b soisSlasl alsS 5o,

200 Success / 400 BadRequest
bytell cwp b ply sla
{
"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/SignByP12

Post
Content-Type: application/json
Accept: text/plain
CryptoSignByP12Request<string>
{
"data": "string",
Baseb4d cw s b Lasl oo Liis s ply

"certificate": "string",

Baseb4 i L (P12 L) sosSlasl alsS

"hashAlgorithm": hashAlgorithm, ¥ oles Jsux

o o PKI-DSS-API-DG
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Laol Sllas )0 oolainl cgz 1858 )50 (55l v, w63l
"password": "string"
Baseb4 ¢ s b sassSladl olss 5o,

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema Baseb4 s b ply sladl
{

"error": "string",
"result": "string",
"statusCode": number => 200 Success / 500 Error

}

CMS claliaol plésl /%
s alool glaliael sléal jslate 4y il 03503 Lol CMS (B 1o ailSlan & 50 4 |, lgime S i ppdiz 45 gy

Lol 00l (g5l ool Crypto IS o we s

CMS (Detached) (slalasl plesl &/ /)

ol 00l az8 F by o Crypto WS ;o wie Y .CMS(Detached) slalasl sleol jglaie o
slasl plesl gl laml o )ls 29 Igiome S (slael (gl oaiSLasl Y3l in a5 Jjse,0 we ¥y j0 a8l )53 LLS
5955 Jloyl pgd o)l plgie 4 gam a5 SLasl b Jol o)l plore 4] @ (2955 G g dles pladl g9 5 ol i

Ales J1,SS lalael oles plesl G 1y Jls, puon
s Ogab] e 1000 (LSS Wb 48§ O g0 slalasl oled jo cadilasl ply 4 Cal JlaiSS pl 4y Az g8

23,5 0 axlge Loz b ouls pleol slasl

api/CryptoService/MergeCmsSignRaw
Request

Method Post
Content-Type: application/json
Header i
Accept: text/plain
MergeCMSSignRequest<byte[]>
{
Schema "Message": byte[], arg

bytell cu s b waslad sl

"Cms1": byte[],

o o PKI-DSS-API-DG
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A4

Response
Status Code

200 Schema

Request
Method

Header

Response
Status Code

200 Schema

[Cal

A a=ao

bytell b b dlasl 8165 3 Lasl JoLlz)CMS(Detached) J& ,s Jol (sLad!

"Cms2": byte([]
bytell cuw s b (Lasl oalss g Lasl Jals)CMS(Detached) i ;o pgo sl

200 Success / 400 BadRequest
bytell o b (lasl 8155 3 Lasl Jol)CMS(Detached) i ;o suss plesl slalal
{
"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}

api/CryptoService/MergeCmsSign

Post
Content-Type: application/json
Accept: text/plain
MergeCMSSignRequest<string>
{
"Message": "string",  azg
SEriNg cu,d b caslasl ol

"Cms1": "string",

StriNG e b (Lasl alsS 5 Lasl Jolz)CMS(Detached) B o Jsl slasl

"Cms2": "string"
SriNG ey b (Lasl oalsS 5 Lasl Julz)CMS(Detached) i s pgo gLl

200 Success / 400 BadRequest
bytell o b (Lasl 8155 3 Laol Jol)CMS(Detached) B ;s sus plesl slalal
{
"error": "string",

"result": "string",
"statusCode": number => 200 Success / 500 Error

}
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atd
t P9 bl e 5 LI Message ol )l L )|
2 g ooy plosl CmsVerify aie 5l eslil b lalasl  oriwcons lanl Message yiel )b Jlo,l &g, )
S oo plil pleol Gldos dalanl jog pins & j90
sl o sl st aliaal 130 0sl sod ol omis oo 56l Message el )by Lol pas & 50,

N )

CMS(Attached) slalasl plesl8/Y ) /Y

23,5 o0 oslazul Crypto WM ;0 wie ¥ 51 CMS(Attached) slalasl slesl jslais 4

slasl plesl gl ol 0,18 8925 lgiee G (slasl (gl oaiSLasl ¥ 5l yiw a5 Jie0,0 Lo ¥, y0 a5 cwl S8 LLS
5965 Jloslepgs sl plsie ar g i slaal b sl )by (lgie 1) &b (25,5 Gops 5 daled pladl pgo 5 Jol S0

e S5 abael _alos alosl B 1, lg, cppan

api/CryptoService/MergeCmsAttachSignRaw

Request
Post
Content-Type: application/json
Accept: text/plain
CMSAttachSignRequest<byte[]>
{
"currentMessgaeSignatureCertificate": byte[],
bytell cw,s b dlasl alss ¢ Ladl dgize Lols)CMS(Attached) JB ;s s > sl

"nextMessgaeSignatureCertificate": bytel[]
bytell cuw s b dLasl alss 5 Laol dgzxe Jols)CMS(Attached) I s gax slasl

}
Response
Status Code 200 Success / 400 BadRequest
pL ORI EN  bytell cu s b dlasl alss g Lasl dgime Jolz)CMS(Attached) i s oas plesl lalasl
{
"error": "string",
"result": byte[],
"statusCode": number => 200 Success / 500 Error

}
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api/CryptoService/MergeCmsAttachSign
Request
Method Post
Content-Type: application/json
Header i
Accept: text/plain
CMSAttachSignRequest<string>
{
"currentMessgaeSignatureCertificate": "string",

Baseb4 cu i b dlasl alsS 5 Lasl dgime Joli)CMS(Attached) B ;s o > sl
Schema

"nextMessgaeSignatureCertificate": "string"
Baseb4 cu i b dlasl als8 5 Lasl dgime Jolz)CMS(Attached) i ;s gam sl

}

Response
Status Code 200 Success / 400 BadRequest
pLO0RTSWEN Base64 cusjs L (Lasl alsS g Lasl dgime Jolz)CMS(Attached) i s ous plesl glalasl

{

"error": "string",

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

(LoginService ) pivww 43 399 (w9 g 7

il )5 Cuga Boaas 5 Challenge udys cuz 53 9550 @lgs ¢« g (2l 59 39290 slaaie
4 5 03905 og3 challenge i Login M ;I LoginChallengeas 51 eolitwl b g )5 Cogn Laseids anl,d jo
g ol Lasl 1)lS S'e5 10 09290 (sogar 0S| colaiul L abg e challenge )15 coons ;o bl oo Jlo )l 1)l5 Cas
52598 SlS bl g5y s s wlyS Sl g5 (T 35l 0925 T o 5 )8 s ladl o5 ol as,
ol 4 axgi Lol Ojse j0 g 0ol auid |y (65 Cagr )15 Coows jload b0 anh, 4 Slall glasl o 35250
sl )18 (69 Ll o 1y Canlss 0 9590 lie g wiSla e s 0 1) )15 3959 cpiannn ;0 00D Ly pa5 (oo

s

9w SlgBlyd pyol 7/)
il 00 L ) ool ;0 REST FUL APl & j50 4 laaiie Jlgs 3 oSl
<Http protocol>://DSSUrl/APl/LoginService
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qy

Request

Header

Response
Status Code

200 Schema

Request

Response
Status Code

200 Schema

Challenge udg5 7/
Al oo Lasl e challenge ais ) G odgi Jgie e oy

api/LoginService/LoginChallengeRaw

Post

Accept: text/plain

len: byte = 20

(8L g0 i BB ey ool Job) 5SS Yo 258 oy e L Challenge as, Jobo

200 Success / 400 BadRequest
bytell cw b sasimes Jsb L challenge
{
"error": string,
"result": "byte[]",
"statusCode": number => 200 Success / 500 Error

}

api/LoginService/LoginChallenge

Post
Accept: text/plain

200 Success / 400 BadRequest
Baseb4 c. 5L Y. Job L challenge

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

A Cogr Groai TV

Loy Cugn anlijghaie 4y )5 slasl olsScaie 2,5 10 5 adl oo 0uls 0 dgs Challenge slasl §soas ly aie )]

Request

[Cal

Y axbo

Method

D9 o 018 )T 5L i anL gy

api/LoginService/AuthenticateRaw

Post
Content-Type: application/json
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ay

Schema

Response
Status Code

200 Schema

Accept: text/plain
AuthRequest <byte[]>
{

"random": byte[],
bytell w5 L challenge

"cmsSignature": byte[], ) asg
bytell cws b )15 vy saslad challenge
"loginProfile": string Y arg

LOGIN uzgyms (s Sz o0litial 3,50 Jilg ol

200 Success / 400 BadRequest
B Cagp Broal ow) 5l S5k mls

{

"error": string,
"result": AuthResponse<byte[]>

{

"authenticationResult": AuthenticationResult,  # o les Jsoo
2 Cagr Boal Caxdy
"certificate": byte[]
bytell cu s b )5 Ladl ol
L

"statusCode": number => 200 Success / 500 Error

}

bl e (gt & s 5 95 Liasl PKCSHT s ko] U illas 13l 2155 33,k 51 b ol challenge )

2,5 1,8 Authenticate s o cmsSignature

gl Siled g il o5 b loginProfile yal)l 4 a8 lade sgou 5l edlbl e .Y

Request
Method

Header

[Cal

Y axbo

api/LoginService/Authenticate

Post
Content-Type: application/json
Accept: text/plain
AuthRequest <string>
{
"random": string,
Base64 - L challenge

PKI-DSS-API-DG
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q¢

"emsSignature": string,  \ a>g
Base64 cu i b )5 laus caslasl challenge

"loginProfile": string Y arg

LOgIn U9 LS“’)‘L‘") S solaul 3,90 &lﬁj).s FL'

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema I Sush Bl oy ) (5L s
{

"error": string,
"result": AuthResponse<string>

{

"authenticationResult": AuthenticationResult, = # oot Json
2 Cuge ol Zends
"certificate": string
Basebd il )5 Lol alss
L

"statusCode": number => 200 Success / 500 Error

}

axg
siehl e leie 4 ure 5 995 Laal PKCSHZ o lasbinl b @llae 1,5 alsS 32,k 5l wub laxl challenge )

2,5 1,8 Authenticate w ,o cmsSignature

g Siled g il o5 b loginProfile yel)l a4 28 lake o9z 5 edlbl e .Y

(PKDSrvice) cogo oS 6,955 wlo b (3350 b LIl gy VY
odds ools )8 egee oS (6,555 plo b bl g )],8 5 cge sl ae ailgl (gunaiws jekaie 4 olaaie PKDService o
@O R b g (ogee 3l (6,955 s (olB (1S 8L Cur LS 950 Bl (s (r] 50 S92 ladie

2o oo &)l 1) (6,958 pls (pl (g, p aslialS

9w SleBld wyol V7
il 00 Lo 0 wy8] ;8 REST FUL API & jg0 4 laaie Jlgs 6 oSGl
<Http protocol>://DSSUrl/AP1/ PKDService
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3% 3l acligdlsS el V7Y

Ol odimadl )l we il 0,5 oo L8 ool 8,50 eges AAS (6,955 uls 5l ols 2le8 il o jelaie 4w
el 5 Oye0 4 PKDSerVice (oIS, Cwas

api/PKDService/DownloadCertificate

Request

Method Post
Content-Type: application/json
Accept: text/plain
PKDClientRequest

Header

{
"path": "string", Vg
X500 o Jastewl JB o BaseDN ;| ax abgs 1o 059 0l
"pkdProfile": "string" Y arg
(PKD) (o0 olS (5,55 nlo b bl cazr Jilég ol
}
Response
Status Code 200 Success / 400 BadRequest
200 Schema ooges oS (6,635 s 3l oasizdl s slay alsS 5l w0
{

"error": "string",
"result": IEnumerable<byte[]>,
"statusCode": number => 200 Success / 500 Error

}

api/PKDService/DownloadCertificateAsBase64

Request
Method Post
Content-Type: application/json
Accept: text/plain
PKDClientRequest
{

"path": "string", V4>

Header

X500 o Jastewl JB o BaseDN ;| ax abgs o 03¢ ol
"pkdProfile": "string" Yoy

(PKD) cogae wlS (5,955 b b L3 oz gy b

o o PKI-DSS-API-DG

0 axaw WWW.PKILCO.IM Wil o pas/ LS5 sy 50l o Glaio i o) pid Gad> olad



a1

Response
Status Code 200 Success / 400 BadRequest
200 Schema oot IS (6,935 pls 5l eniizdl s sla alsS 5l i ed
{
"error": "string",
"result": IEnumerable<string>
"statusCode": number => 200 Success / 500 Error

}

33,5 3,9 b s .5 13 de=End Entity,dc=g3,c=ir L pl,» pkdProfile ,s BaseDN ,lade aSly 0,8 b Jlo lp )

A aplys 05lils abgs e algS path el )l jo 55 wyol
"en=PKI Private Intermediate Bronze CA - G3"

g Silad gy Sl awl o5 b pkdProfile yiel,ly 4y 20 lads 092 51 oMbl >

O350 31 CRL cdl s V/Y

Ol i 0,5 oo 1,8 oolaiul 550 seges OIS (5,955 plo sl Certificate Revocation List L CRL cél ,o jshais 45 oo ¢yl
el 5 O yge 4 PKDSEIVICE (S j0 Cwds (pl (gonsdll )] ais
/api/PKDService/DownloadCRL
Request
Method Post
Content-Type: application/json
Header i
Accept: text/plain
PKDClientRequest

{
"path": "string", ) arg
X500 s lssbewl B ;o BaseDN ;i ax abogs o 0365 0]
"pkdProfile": "string" Y arg
(PKD) (ogas 5lS (5,555 plo L bl )l caz bbby ol
1
Response
Status Code 200 Success / 400 BadRequest
200 Schema bytell cu,d b coges olS (6,935 pls 5l saiily ;o CRL L6
{

"error": "string",
"result": byte[],

o o PKI-DSS-API-DG
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_ "statusCode": number => 200 Success / 500 Error
1

api/PKDService/DownloadCRLAsBase64

Request
Method Post
Content-Type: application/json
Accept: text/plain
PKDClientRequest
{

"path": "string", ) o

Header

X500 s lssbewl B ;o BaseDN ;i axs abogs o 0365 0]
"pkdProfile": "string" Y ass

(PKD) (o508 ol (5,55 nlo b bl cazr Jildg ol

1
Response
Status Code 200 Success / 400 BadRequest
200 Schema Base64 cu b b coges 0ulS (5,955 pls 5l oniszéls o CRL Jys
{

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

atd
39,5 9,lg b o 513 de=End Entity,dc=g3,c=ir L ,l,, pkdProfile ,s BaseDN lade aSilp 0,38 b Jlo glp )

Al awlem glils albgype CRL L path yl)l jo 55 uu)oi

"en=PKI Private Intermediate Bronze CA - G3"

gl Slad gy 3wl o5 b pkdProfile yel )l 4y o0 lads o926 51 oMbl g

62555 20 o il yo V/¥

Ll 0als (g5lwosly 6&54;.:-\.\?15‘5)9:5).3‘&)& (Pl 355 G dcgesme p ) ooy alS ot il o jelaie 4y wie oyl

el 133 D jgo 4 Szl gosipoddl )l wie LS
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Y axbw WWW.PKILCO.IM Wil o pas/ LS5 sy 50l o Glaio i o) pid Gad> olad



aA

api/PKDService/SubDirectoryList

Request
Method Post
Content-Type: application/json

Header

Accept: text/plain
PKDClientRequest

{
"path": "string", ) 4z
Schema X500 s lsstewl JB 0 BasEDN ;i ax abogs yo 395 0]
"pkdProfile": "string" Y arg
(PKD) (ogas 0lS (5,555 plo b bl caz bbby, ol
1
Response
Status Code 200 Success / 400 BadRequest
200 Schema dsgezme ) slaog adS ol
{

"error": "string",
n, n

"result": "string[]",
"statusCode": number => 200 Success / 500 Error

}

33,5 3,9 b s .5 15 de=End Entity,dc=g3,c=ir L pl,» pkdProfile ,s BaseDN ,lade aSly 0,8 b Jlo gl )

39 (oo 00l iulei de=level 1 acgozmo p oy adS Consd path yiol )b jo 15 eyl

"dc=Level 1"

gl Slad gy Sl o5 b pkdProfile yel,ly 4y o0 lads 092 51 oMbl >

(ApiVersion)asuws il 3o gwgpw A

g Slelyd ysl A

1ol 00 Lo oy (ol ;0 REST FUL APl & j50 a5 laate Slgsl,8 Sl
https://IP/AP1/ApiVersion

Ao el A/Y

18 )5 oy gy 0091 31D o0l ol pad a0 1) g e At g Gl 5 O jge0 A Cad ol Godimodsl )| ate LSy
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)‘ O o)S.Lo.c Cono Cand 6‘).5 YBAM wb}‘ J.:L§ rg.b)f)jfo S99 05_«:‘5,0 oolazwl Htthet J&Jgﬁ )‘ KVoY L}J‘ BN
23,5 o oolaiwl we )]

api/ApiVersion/GetVersion
Request
Method Get
Header Accept: text/plain
Response
Status Code 200 Success / 400 BadRequest

200 Schema g 00SlgS1 3 TP o y0T ol yods 4y gy (45

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

}

18 )T o0y gy 009131 oyl ol yod a0 1) g o d5u g Gl ) O g0 4 S ol (goaimoas] )| aie LS >
g oo oolaiwl HtpPoOSt [SGg 5 5l wte (] 5o
api/ApiVersion/Version
Request
Method Post
Header Accept: text/plain
Response
Status Code 200 Success / 400 BadRequest
200 Schema ot oIS B0 wpol ol pad 4 g oo (50503

"error": "string",
n, n

"result": "string",
"statusCode": number => 200 Success / 500 Error

1
CertificateStatus

Ry Ty

0 Good

1 Revoked

2 Unknown

Voylods Jouor
RevocationReason ‘
5 PKI-DSS-API-DG
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o

(@

keyCompromise

cACompromise

affiliationChanged

superseded

cessationOfOperation

certificateHold

privilegeWithdrawn

o N|joun|lslwiNn =] R

aACompromise
¥ oyleds Jaor

CertificateValidationStatus

|

(Bl

CertificateValidationOK

PeriodValidationFailed
ChainValidationFailed
IntgrityValidationFailed

KeyUsageValidationFailed

OCSPValidationRevoked
OCSPValidationUnKnown

CRLValidationRevoked

CRLANndOCSPValidationError

VWl o Nl ~rlw Nk ol i

OCSPValidationException

10 CRLValidationUnKnown

11 CRLANndOCSPValidationUnknown
Yooyl Jgur

HashAlgorithm

Ty

&

SHA1

SHA256

SHA384

w | N | =, | O

SHA512
F ol Jour

CMSVerifyValidationStatus ‘
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(@
VerificationOK

CertPeriodValidationFailed

CertChainValidationFailed
CertintgrityValidationFailed

CertKeyUsageValidationFailed

CertOCSPValidationRevoked

CertOCSPValidationUnKnown

CertCRLValidationRevoked

CertCRLANdOCSPValidationFailed

Looo\lcnu-l.hwwl—\o&\

VerificationFailed

10 CMSDataNotAttached

11 CMSFromatincorrect

12 CertPeriodAndTimeMismatch

13 SignitureNotFound

14 InvalidSignDateTime
8 oylels Jgur

o T

(0] UnKnown

1 Athenticated

2 SignatureVerificationError

3 CertificateValidationError

4 CertificateCrICheckError

5 CertificateOcspCheckError

6 CertificateKeyUsageError

7 CertificateEnhancedKeyUsageError
7 ojled Jgux

o T

0 EncipherOnly

1 CriSign

2 KeyCertSign

3 KeyAgreement
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[Cal

DataEncipherment

KeyEncipherment

NonRepudiation

DigitalSignature

00| N O | M

DecipherOnly

\s e)Ln.:: Jsd.'?

SymmetricAlgorithms

£

T

(A

o

AES_CBC128

AES_CBC256

AES_CBC192

AES_ECB128

AES_ECB256

v | W[N] =

AES_ECB192

A oylols Jguo

CertificationLevel

ey

5
NOT_CERTIFIED

CERTIFIED_NO_CHANGES_ALLOWED

CERTIFIED_FORM_FILLING

wNI—\O&\

CERTIFIED_FORM_FILLING_AND_ANNOTATIONS

A oylods Jgu
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