Dastine

Public Key Enabling SDK

Complete Cryptography API

Read Certificate
Filter by Subject
Filter by Issuer
Filter by Key Usage
Filter by Hardware/Software
Digital Signature
Encryption
Decryption
Key Generation
Certificate Request
Remove Certificate

Security

Device Remove Event
Virtual Random Keypad
Secure PIN box
Memory Zeroation
Buffer overflow control
Input character control
Exclusive Lock to Token
Thread Safe

Multi-Platform

All Windows Client OS
32bit/64bit Architecture
Popular Web Browsers

All Programming Platforms

PIN Policy

PIN Secure Input Method

PIN Cache Setting (Always/Never)
PIN Interactive Input/ Fix Input
PIN Numeric only/ Character only

Easy Deployment

No requirement to
.Net Framework or
Java Virtual Machine

All Crypto
Functions,
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Cryptography Library

Dastine™
Enabled




Key Stores

Secure Token by MS-CAPI
Smart Card by MS-CAPI
Windows Key Store

File Key Store (PKCS#12)
IDin without Driver

Programming Platform

.Net Framework SDK

J2EE and J2SE SDK

PHP

Others that support JavaScript

Operating System

Windows Vista (SP1/SP2) (32/64)
Windows 7 (SP1) (32/64)
Windows 8/8.1 (32/64)
Windows 10 (32/64)

Web Browser

Microsoft Edge

Microsoft Internet Explorer (IE)
(10 and above)

Mozilla Firefox (13 and above)
Google Chrome (4 to 16)

Standards

FIPS 180-4

(Secure Hash Standard (SHS))
RFC 2396

(Uniform Resource Identifiers
(URI): Generic Syntax)

PKCS#1

(RSA Cryptography Standard)
PKCS#7

(Cryptographic Message Syntax
Standard)

PKCS#10

(Certification Request Standard)
PKCS#12

(Personal Information Exchange
Syntax Standard)

PC/SC

(Personal Computer/Smart Card)
ISO/IEC 7816

(Identification cards - Integrated
circuit(s) cards)

NIST SP 800-73-3

(Interfaces for Personal Identity
Verification (PIV))

MS-CAPI

(Microsoft Cryptography API)
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