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(ON] Web Server
Windows Server 2016 or upper (64-bit) = Server Roles: 11S
Features:
e NET Framework 4.6.1 (or higher features, depend on OS
version)

e WCF Services
o HTTP Activation
o Named Pipe Activation
o TCP Activation
o TCP Port Sharing
e IS Hostable Web Core

osls olf.»Lu Slasin

DB Engine Features User
MS SQL 2019  Instance Features: A login to a database called 1SG, that
e Database Engine Services has:
e Full-Text and Semantic Extractions for Owned Schemas: db_owner
Search Membership: db_owner

Shared Features:
e Client Tools Connectivity
e SQL Client Conectivity SDK
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Softwate Version
SQL Server Management Studio 18 or Upper
Notepad++ Any version with Compare Plugins
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le Auth 29 st S
Google At /o/oauth2/auth
https: h2. leapis. i
Google Ttoken ttps://oauth2.googleapis.co | 1SG 5,0 o |
m/token
Google Auth Provider X509 Cert hitps:/fwww.googleapis.co | 1SG 5, 5 ]
m/oauth2/v1/certs
https://www.googleapis.co #1SG 5,0 o ]

m/robot/v1l/metadata/x509/f
Google Client X509 Cert irebase-adminsdk-

zn8t9%40pendarnotificatio
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isg.Your_Organization.ir
iSgREST. Your_Organization.ir or isgREST.Your_Organization.Local

isgSOAP. Your_Organization.ir or isgSOAP.Your_Organization.Local
isgAdmin.Your_Organization.ir or isgAdmin.Your_Organization.Local
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2 oL v KLY

S Jae SQL Server (o,8 i e 4 1y backup Ll )
C:\Program Files\Microsoft SQL Server\<INSTANCE NAME>\MSSQL\Backup

A8 Olbsssl | Restore Database o Databases isw ,> Management Studio by > .Y

& \MSSQL2019 (SQL Server 15.0.2080.9 - DESKTO
Sumc |
New Databaze 2

Attach...

Restore Database...

T
1

Restore Files and Filegroups...

.

Filter »

Deploy Data-tier Application...
Imnpert Data-tier Application..,

Start PowerShell

Reports » F
C Refresh
AV
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Select backup o,ox; b uuS S (o) blie 4eS> (g9, 03,5 bl |y Device 4,35 Restore Database opowy 5 .Y

g4 5L 1, devices

¢ Restore Database - — O o
@ No backupset selected to be restared
Select a page LT Script -~ | @) Help
K General
K Files 5
& Options ouree
() Database:
I@ Device: | ‘ | @
Database: hd
Destnicig Select backup devices m} x
Databa il
Restord Specify the backup media and its location for your restore operation. [ Timeline..
Restore pl Backup media type: File ~
Eackup_s Backup media: .
Restore | Add | jt LSN  Full LS
Corterts
Connection
¥ AMSSQL2019
[DESKTOP-ESCDRVH PKI]
OK Cancel Help
View connection properties
Progress
| Ready < >
i 0K Cancel Help

ISG 00l ol loiaty 18 g 23945 03445 Locate Backup File oyou, U auS’ SIS L3 008 )0 Add 408> (g5, ¥

1S Ol

Backup File location

@ Locate Backup File - DESKTOP-ESCDRVH\MSSQL2019 O X

Microsoft MPI
Microsoft Office
Microsaft SDKs
=1 Microsoft SQL Server
a1 110
130
150
80
90
Client SDK
+ MSAS15.MS5QL2019
-0 MSSQL15.MS5QL2019
. MssaL
Backup
Binn
DATA
FTData
Install
JOBS

-E-8-E-E-E

File name:

Backup Files(" bak:"tm:" log) ~

oK Cancel

Cal
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0,5 ;L Restore Database o oy 4 ol 0398 (sboo iy ) OK daSs (59, SISL 0

L>§ Restore Database - 156 — O =
/1 Atailog backup of the source database will be taken. View this setting on the Options page.
Select a page LT Script ~ | @) Help
K General
K Files 5
J Options LE
() Database:
®) Device: C:\Program Files\Microsoft SQL Server\M55QL15.MS5QL2019\MS50Q L \Backup*|SG bak
Database: 15G “
Destination
C tion Database: ~
ﬁ AMSSQL209 Restare ta: |The last backup taken (Saturday, May 15, 2021 12:05:12) Timeline...
[DESKTOP-ESCDRVH PKI]
Restore plan
Backup sets to restore:
View connection properties Restore  Mame Comporent  Type  Server Database  Position  First LSN
15G-Full Database Backup  Datab Full DESKTOP-REH3V53  1SG 1 1064000000130600(
Progress
@ Done < >
Verify Backup Media
Cancel Help

I, Take tail-log backup before restore 4 bg o S g 03905 bl |, OPLioNS 435 398 0 5y ¢ Caoms Jiby 0 5

LI

4! Restore Database - ISG — a x®
@ Ready
Select a page LT Script ~ | @) Help
F General
Restore options

[ Ovenwrite the existing database (WITH REPLACE)

[] Preserve the replication settings (WITH KEEP_REPLICATION)

[] Restrict access to the restored database (WITH RESTRICTED_USER)

Recovery state: | RESTORE WITH RECOVERY ~

Standby file: C:\Program Files'\Microsoft SGL Server\MSSQL15.MSSQL2015MS5GL \Backup®

Connection
¥ \MSSEL2019
[DESKTOP-ESCORVHPKI]

Leave the database ready to use by roling back uncommitted transactions. Additional transaction logs cannot be restored.

Tail-Log backy
||:| Take tailHog backup before restorel

| SE T

View connection properties T

Backup file: C:\Program Files'\Microsoft SQL Server\MSSQL15.MSSQL2015 MSS5QL\Backup®
@ Done Server connections

[] Close existing connections to destination database

Cancel Help

Awled ol success ply cdlys g backup L1 o) 5l 0oy oL cilo als o (Ll b g 08" SIS OK 48> g9y 50 Y

PKI-1SG-Deployment-Guide

¥ dmao WWW.PKILCO.IM Wil o pas/ LS5 sy <50l Glaio i o) pid Gad> olad



1SG 6}‘.\5‘ o‘) g9 s ‘_;Lo.;.asl)
S ,@

SN o gt I by
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0315 8L A o piawd Ooloplas FLY

0y 50 Gygo Cpl yaf 50 A8 Ao Caond (ol Gl Ales o 0> 3959 1ISG 03Dy oSl 4y o yiisd 4y bgrye (pSY S

Cal

A
Aoles plil Las (SY S el sl 903,550 1) Security 4 by o cuand Object Explorer
| Object Explorer - ex >
| Connect= § ¥ # Y &
= B \MSSQL2019 (SQL Server 15.0.2080.9 - DESK'TOIh
¥ Deatabases
Securty ;
P
Aumd B 1SG 1y (558 i 0313 o0l (s 1S i |y o) 0319,35 03,5 i 15 ISG 4L & lOgin .Y
B Login - New O x
Select a page SR
erver Roles 1
& User Mapping Login name: |ISG |I Search
# Securables —
& Status (O Windows authentication
(® SQL Server authentication
Password: |uuuu |
Confirm i: | |
Enforce password policy
Enforce password expiration
User must change password at next login
(O) Mapped to certificate
() Mapped to asymmetric key
[] Map to Credential - Add
Server: Mapped Credertials Credertial Provider
DESKTOP-ESCDRVHWMSSQL207
Connection:
DESKTOP-ESCDRVH'WPKI
ﬁ View connection properties
Progress Remove
Ready Default database: [1sG bl I
I
Default language: <default> -
Cancel
PKI-1SG-Deployment-Guide
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Cuowd )d 9 48" Sl 1) ISG esly oKL, Users mapped to this 10gin cuwd (s a3, User Mapping cuowd & us Y

Ay 8 5 1y public 5 db_owner 4 by ,s role g ,» Database role membership

B Login - New — a x
Select a page [P o = e Help
& General
erver Foles
Users mapped to this login:
¥ Securables Map Database User Default Schema ~
# Status
1SG
]  master
1]  model
[] tempdb
W
Connection = — -
Server: - . o

DESKTOP-ESCDRVHWMSSQL2DT Database role membership for: [5G

Connection: [ db_accessadmin
DESKTOP-ESCDRWH'PKI [] db_backupoperator
WF View connection properties [ db_datareader

[] db_datawriter

[ db_ddladmin

[ db_denydatareader

[ db_denydatawriter
Progress [ db_owner |
Ready | |"'db_secuntyadmin
=3 public
Cancel
D445 3bul ISG & bgyye 10gin b uus” SIS OK aaS’s (g9, ¥

PKI-1SG-Deployment-Guide
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M «?@

ol SuigS’ C)’°‘-‘ ‘S*“?S )‘“\';’3. S

Sl Sl a5

1S ;5 was sbobw syl F.F
ol 00 ool digad dilol G lare 4 I1SG wilolus 31055 o 00ls znsss IS o dilols G olwl ol po ide ol jo
D1 0,5 (6,50 alels o sboul gl 0ads ools 7,5 o Ll

C:\inetpub\wwwroot\ISG

WS SlaF 5l o oloul ddigy e 4o (el 0l 00,28 ISG_UI_Vx.X.x.exe |1 ,0 a5 1,1SG |38l o5 s
E WinRAR self-extracting archive

— X

s Press Extract button to start extraction.

s Use Browse button to select the destination folder
from the folders tree. It can be also entered
manually

s [f the destination folder does not exist, it will be
created automatically before extraction.

Destination folder
| C:NinetpubYwwwrootISG | w Browse...
Extraction progress

Extract | Cancel

Aoled waz ailels slou! 4y pludl Sites cuond ;o 5 05,5 3L 1, 1IS Manager JgusS .Y
w hl_.E] DESKTOP-ESCORVH (DESKTORF
...} Application Pools
w . a| Sites
l@ Add Website.

T

423  Refrezh
' Add Web Site From Ga

{02 Switch to Content ‘-fis_ﬂ."-
N A, T e
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S 70 S Billae |y alele lasie Add Website o ey o Y

Add Website ? X

Site name: Application poo
156 | [1s6 Select...

Content Directory
Physical path:
| Chinetpubwwwrooth 56

Pass-through authentication

Connect as... Test Settings...
Binding
Type: IP address: Port:
http » | |All Unassigned v| |B'EI |
Host name:

lisg.<YOUR DOMAIN NAME> ir |

Example: www.contoso.com or marketing.contosoc.com

Start Website immediately

QK Cancel

Ales 0)ls 1 045 dilels DNS 65, Slasiin isg.<YOUR DOMAIN NAME>.ir & ,Le sl> 4 Host name cwend o

Dy Ay 0,50 g Sloul yaz dilel U asS SCIS OK daS> (59, (s

e PKI-1SG-Deployment-Guide
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! i 5 gogas e syt

Al 00y al j5 50 (595 2 S5 9590 ol SSL aalinlsS” L8 51wl SSL wlankas Jlesl ol ¥
a8 Ol 1, 1SG Cul o Caow JiL o Sites isw 0 F,)
D¢ 03925 Site Bindings o,z b oS’ SIS Bindings wul (59, cowly cons Jib 5o LY
29 03925 Add Site Binding o >y b ouS” SIS Add (s, Site Bindings o >y o FY
See0 8 https |, Type ool f,f
25 e, All Unassigned cossg j0 (0,8 i S50 4 bosls )13 5500 IP Gl ) IP Slus F,0
A o ) O ogleds caawlads Jlai ae o> Dy STl 443 g SSL 5,8 s Oy P
553 ailols DNS 3,65, “laseise isg.<YOUR DOMAIN NAME>.ir & Le sl> 4 Host name cowns ,o £,V

Daled o)lg 1,

A4S olsl SSL Certificate <o 548 5l 1y ailoles SSL aslinlss .,A
g an b 0 SIS ou 03525 slwo ;i OK 4eSs (59, F,A

Qj n tion Services (IIS) Manager - O
o G 7 o
« = € » WIN-JDNSQRLLEC4 » Sites » isg.pki.co.ir » Bxhe-
File View Help
i1 | 1Sg.pKI.CO.IIr HOme 7
&.’ = sl & q g-p /4, No default SSL site has been
..d5 Start Page - x - created. To support browsers
s ng W[N_ngoRLL giiibnaariisoe| MR ~ ¥ Go - [GjShow All | Groupby: Area - B without SNI capabilities, it is
» e ASP.NET Pl recommended to create a
=} Application I’ ) 0 r‘ s default SSL site.
v -[8] Sites i= NS Iy =\l LN
> & isg.pki.co.ir % A > 5 > Actions
0 isgadmin.pki.co.ir NET .NET .NET Error NET .NET Profile .NET Roles B bplore A
2 - Authorizat.. Compilation ~ Pages  Globalization i SRS
B ™
> ailEnable WebMail o zzx | ey
Iz —l L e it Sif
> & pkicoir[ - - 1 = Edit Sit,
& webmail e HNemg Bindings..
D Basic Settings..
Type Host Name Port IP Address Binding Informa... View Applications
http  isg.pki.co.ir 80 All Unassigned View Virtual Directories
g e 2 —_—
Add Site Bindi ? X Manage Website &
Remove P
Type: IP address: Port: i o Restare
https |AII Unassigned v| l443 ‘ Browse 9 et
B Stop
Host name:
[isg.< YOUR DOMAIN NAME> i |
Require ame Indication
Advanced Settings..
SSL certificate:
: i s i = Configure
[I1S] isg.pki.co.ir, isg.pki.co.ir @ 2021/8/3 10:50:56 v Select... View... ) Failed Request Tracing...
Close + Limits.
< Ok o Install Application From v
Ready Q.
[ e PKI-1SG-Deployment-Guide
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ST Sl g 48 Sy

D i dm JSo gllae 1) 055 o >l T s Applicatin Pool 45" sls )5 Gl al> e opl 0 .0

Dgdb 00y ] w08 B ousS Sl |, Application Pools o cows b o 0,)

S OBl 1 1SG caw pd 51 Y

A4S SIS Advanced Settings gs, Cuwly Caons Jb 50 G OLY

Oyg0 & (S g opl ladke .o ,os5 1) Identity 55,5 Process Model .3 ;| Advanced Settings o =, ;o .0,f
03525 Application Pool Identity o > b oS SIS 1 (55, .l ApplicationPoolldentity 5,8 i
W

o5 1, NetworkService 1 Built-in account cewd ,o 0,0

g iy U 0sS SCIS 00l 00485 (sloo ey OK aeS's (65, (e 0,7

'G"__:] Internet Information Services (1IS) Manager - [m] >
e (5 » DESKTOP-ESCDRVH » Appligatinn Dol o @ -
{ . E

Fle View Help Application Pool |dentity ? X |
I a‘? Af @ Built-in account:
| L] | T X Application Pool...
= . ApplicationPoolldentity et Set Application Peol Defaults... ||
This page Ief LocalService Is are el
associated | () ng different Application Pool Tasks
applications _
c P
Set..
Filter: r B Stop
Name ity = Recycle..
;;’.NI:—I'VEJ cationPoollc Edit Application B 3
Q-NHVZJ Cancel icationPoollc Basic Settings...
JNI:—I'M cationPoollc 4 ing...
Q.NHV\Q. Froceszor A?Trﬂrly Enabled False cationPoollc
;.;’A;pl\let Processor Affinity Mask 4294967295 icationPoollc
3 Classi Processor Affinity Mask (64-bit ¢ 4204067295 | .
L= Classic . icatienPeellc
,;’ Defaultd |~ Eincess/Wodel rorkService
£ > Generate Process Model Event L | -
L=t dss icationPoallc
Identity ApplicationPoolldentity FcationPooH(
1SGAdm Idle Time-out (mi!ﬂutes) 20 . lorkService
-_;’ISGREST Idle Time-out Action Terminate icationPoollc
2} 1sGs0AF | Identity icationPoollc
J PKASEn [\dem.:ity.Typev username, pas.swgrd] Configure.s the application pool to run icationPoollc
3 PKINoti as built-in account, i.e. Application Pool Identity (recommended), Metwork | | Pooll
L PKINot Service, Local System, Local Service, or as a specific user identity. JeationPeollc
,;’ RA Appl icatienPeellc
;;’Stagmg icationPoollc
< oK Cancel >
I | | S
< > Features View || - Content View
Ready R

o€ PKI-1SG-Deployment-Guide
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S Sl 1) T35 39751008 b sladgy ol J515 51 9 0052 1SG 138 o3 s Joma 4y a1 05351 #
S Gl | Properties sie 5l g oS cowl, SIS 10gS adigy (g5, F5)
A9, Security 45 ,, 4, logs Properties o >y o .2.Y
g 03515 Permissions for 10gs o, U aus SIS Edit aaS's (g5, #.Y
Awles a8lsl 1) NETWORK SERVICE o5 5 4 0.u5 SIS Add (59, Permissions for logs o >, ;o .#,F
Sy S5 Allow g o 1, Full Control o1 Permissions for NETWORK SERVICE s, £,0
g iy U 0sS SCIS 00l 0095 (sloo ey OK 4SS (69, 7,7

3 s Locall ogs Properties
| Permissions for logs >
General Sharng Securty  Previous Versions Customize
MName Security
bin Object name: logs
Object name:  D:\Publish*I5G\Ul"logs
ntent  Group oruser
nts B2 Autherticated Users Group or user names:
logs | B2 5YSTEM SR Autherticated Users
Scripts S8 Administrators (DESKTOP-ESCDRVH \Administratars) B2 SYSTEM
] HR Users (DESKTOP-ESCORVH Users) SR Administrators (DESKTOP-ESCDRVH \Administrators)
Wisws S8 NETWORK SERVICE
a favicon  Tp change pemissions. click Edit. Edt_ 1 SR Users (DESKTOP-ESCDRVH'\Users)
LT libman.j Pemissions for Authenticated }

T package ~ Users Allow Deny NP» Add... Remove
[=] PKTB.xm Full cortrol Permissions for NE
W Precom| Madify SERVICE Allow Deny
=] startup ¢ Eeafd :1 exscte Full control 0 =
¥ Web.cor F{:ta: er contens Modiy O
E‘ XMLSigr e Head & execute |
List folder contents |
For special permissions or advanced settings, Advanced_ Read O v
click Advanced. —

QK Cancel [Ty N— T
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Application G lsie 4 ISG.REST asliy 5l 045 oo 00ls musgs IS jo Application G slw| Jolhe idu ol )0

3,18 0,15 6,550 Application ;a ole! (gl s ools 7,8 oo Lol ol ooy ool digas

C:\inetpub\wwwroot\ISG_REST
o dloul Aligs e 4 Cal 0 00,8 ISG_REST_Vx.x.x.exe Ll ,o a5 Iy REST g )38l o5 s ¥
S LSl
S35 |, Add Application g os,S el SCISTHIS Manager o [ 5,50 cols 55, ¥

&3 Internet Information Senaces (IIS) Manager X

G-l 7 '8
. U;Stm -Page
v ‘; WIN-JDNBQRLLECS (WIN-JDNSQRLLECH
’:' Application Pools
v . Stes

@ sgphicoi
‘9 Egplore

Eda Permasons

1D Add Apphcation..

’ Add Virtual Dwectory
Edt Bindings.
Manage Webite

Refresh

Remove

s XE

install Application From Gallery

Aoled (asin dx IS gl |, Add Application o ,o a3¥ Cledbl . F
AS z,o 1, Alias b ¥,)
L es,S By |, i 550 Application 4 aixe Application Pool ulss o Select g, ,» SIS L Y
Al oolaiwl Lol ol Application Pool
Aales (e wlosls 131, Application sle L1 a5 (s ,oe Physical path o3 o £
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Add Application ? X

Site name:  Default Web Site

Pnh:j‘|il' “‘Ell
Alias: Application poolk

[ResT | [IsGReST | Select..

Example: sales

Physical path:
| CAinetpub\wwwroot\ISG_REST |

Pass-through authentication
Connect as... Test Settings...

[ Enable Preload

Cance'

Sl oo 4Bl Lol Jlai 5 )50 Application g couls asuy 0,2 OK (g5, »n SISL O

alols cilogiis Jlos!  ¥,8

ISG wlobw palas N
Gillho (B8 o polie .ayg, APPSELiNgS Coand 45 g 0050 5L e Kiulps G o 1) alele web.config L6 e

oW 2 li..u

<appsSettings>

<add key="webpages:Version" value="3.0.0.0" />

<add key="webpages:Enabled” value="false" />

<add key="ClientValidationEnabled” value="true" />

<add key="UnobtrusivelavaScriptEnabled” value="true" />
kadd key="logToFile"™ value="true"™ />

<add key="CRLAndOCSPValidation"” value="false" />
<add key="ServicelLogIsEnabled” value="true" />
</appSettings>

o BB G o U Sl j sl jo s g5 sSie il true b il logToFile lade a5 550 o :lOgToFile

Al dlgs 0,3 Uas slas ) 7, yulul j 10gS algy )0
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2 ol S ge 4 HBaS Lasl sladalinlss (aulass ol Jlade fog trUe & )90 4o :CRLANJOCSPValidation
Lias il false o ol Jlade 3100 aalgs So aslinlsd cosS jolo b aslialss 1o 70 glo slias bl
g Lasil 2o )b anle 05,105 T s yiws a0 5L a5 g oo (i liiel dnliialsS 51 Sla S5

0y 03ls oLy o ool glallas alax 5l Gldos colod (pudals ol (yogs true &0 ,o :ServiceLoglsEnabled
A lgs

F.Y an las 1, ISGConnectionString ol ¢ g, connectionStrings cwwd 4 web.config LG o e

DS il yg 1y ISGConnectionString ol .auS™ (il g (ool oL 4y g s Olandais)

add name="ISGConnectionString™ ectionString="Integrated Security=SSPI;Initial Catalog=ISG;Data Source=(local)\MSSQL2019" providerfames="System.Data.SqlClient™

REST gy 4 bg e Application | Site cledas Y
a9 b clite Lasled el Application G w2 ¢ Site S O jg0 4 v ulgi o 1) Lasl o8 )0 REST g s
D oo 0318 Zrdgi dalol jo 4 3g dales Dglate ools oL Ay g s Slandais conls ol
Gl 5,8 o polae .0yg, APPSEiNGS Caoud 4y 5 0590d b e Kol ng SO yo |y bgs o Web.config Lls e

Cew! BE3) 'S.w

<appSettings>

<add key="webpages:Version" value="3.0.0.0" />

<add key="webpages:Enabled"” value="false" />

<add key="ClientValidationEnabled" value="true" />

<add key="UnobtrusivelavaScriptEnabled" value="true" />
<add key="logToFile"™ value="true"™ />

<add key="ServicelLoglsEnabled"” value="true" />

<add key="homePage" value="https://pki.co.ir/" />

<add key="gateway" value="https://isg.pki.co.ir" />
<add key="pendarNotificationServiceURL" value="http://ntf.pki.co.ir" /)
<add key="usePendarNotification" value="true" />
</appSettings>

n
"

oo BB S o s Sl s sl jo s e, s waslitrue b il logToFile jlass a5 )50 o :logToFile
Al aolg> 0, Uas slas, & b wlol o 10gs asgy ;o

0y 00ld oL o oolas ;) glalkas alax 5l Gldos colod (pudais (] o4 true &0 ,o :ServiceLoglsEnabled
A Jlgs>

Amio Glgie 4 ed 70 eekad ol o aS Dl Slas e abbe o)Ll ol ol ke odas thomePage
Al aalg> ools yioles Lol

QS z0 ol BT e ] SIS gl Slas cpl el 1ISG aibels 5yl Silis :gateway
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et ) Sl ool lan eS8 b (Saales g0 b sales Sl @XMl aly Jlo )l plis o dbas 59 e Sl

Jloyl sy &8 38 059 g Boyb 5l sle, eI slasly el pulas true jlads ,51:usePendarNotification

Al s Lol J56S Firebase g, @,k 5l bply o opl je )0 900l

555 &5, |, MKeyone asly a5 ot salss Jlo )| S0 Lasl ol jon il 4 s Slo, bl slaply 4SS

il oo,S b1y ab ol Jolie g cead 395 diadisn

asg » CONNeCtionStrings cwd 4 web.config L o wulos S cuas Site G & g0 4 |, REST gy ST @
> ol 50 0 Gialng (eols oL 4 g yiws Slewdas) £, un Gillas |, ISGConnectionString o'
Bl oo ,S cls ) IS :llas |, entityFramework i 5l defaultConnectionFactory cend cunl oo

g="Integrated Security=55P1;Initial Catalog=ISG;Data Sources=(local)\MSSQL2819" p iderliame="Systen.Data.Sql{lient™

@ bg e Oladas Canl oo wilos,S ceai ISG aibels ;o Application G & jgo 4 1) REST gy 51 @

B> b 00505 clS |, cONNECLiONSLrings yidu (co .awps plowl L8 0590 wSep 1) 00ls ol 4y g i

A58l entityFramework isw 4 |, defaultConnectionFactory ceed g oS

S cpl lgie e 4 cwl ol 558 Oladas 5l cl> g0 e 0 ISGConnectionString ofly oS 51 oolaswl 1assS

DB 55 | 03l
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SOAP g 4 b ye Application | Site wledas ¥
Swled coai Application S pa ¢ Site S & g0 4 o2 REST g g5 2l 0lgs oo |y Liasl 05,0 SOAP g s
;5q ) aS Cowl ¢ﬁ‘ ¢;5Uﬁ u%ﬁ <osl REST U9 ¢JL¢¢EMJ ssle» SOAP U9y stf ﬁjy QJLQTEQJ QSALJ

L (55Ls homePage 1 < appSettings

GPPOELLLIIES?
<add key="aspnet:UseTaskFriendlySynchronizationContext" value="true" />
<add key="ServicelogIsEnabled™ value="true"™ />

<add key="logToFile" value="true" />
<add "gateway" value="https://isg.pki.co.ir" />

<add "pendarNotificationServiceURL" value="http://ntf.pki.co.ir" />
<add key="usePendarNotification" value="true" />
/annSettiness

wononon

ISG Admin &lebw pulas ¥

Gl 5,8 i polae .0yg, APPSEiNgS Caowd 4 5 05500 5L ke Kol ng SO yo |y ailels web.config s e
:C;*u‘)%} bﬁ;ﬁ

(appSettings>

<add key="webpages:Version" value="3.08.0.8" />

<add key="webpages:Enabled" value="false" />

<add key="ClientValidationEnabled" value="true" />

<add key="UncbtrusivelavaScriptEnabled" value="true" />

<add key="daysBefore" value="30" />

<add key="ServiceloglsEnabled" value="true" />

<add key="TwoWaySslEnabled” value="true" />

<add key="CertificateThumbprint” value="6c12a690580F98212fe1523967fedd89e8192df3" />
¢/annSettines>

o8y paw 4 Jlade ol 5l eolaiwl b .l oals ools JI8 56, Yo (538 i &g 4 pda opl lade daysBefor
Agd Bax> 03ls oL 5l albeles 5 cesad L SY (bl Ojg0 10 a5 598 0 00ls ply

03 oals oLy oolas; lallas alex 5l Gllas colod cpudais o) yog true &,9.0 4o :ServiceLoglsEnabled
A Jlgs

les oo a1, SSL U 55,k 51 ailols ol 4y g s drue jlais :TwoWaySsIEnabled

Coom (5l slanlizalsS Lagd sl true b Ll TwoWaySslEnabled |lais 457 5,90 ,o :CertificateThumbprint
o e 70 (gl el mdais | 0 00 70 Jlade b ply T thumbprint jlade a5 ol salss aié,dy cooMS
Dl atils HLaS o1y Cole poe dslielss (seges wlS) CBT Lol Cansly oo i o)l

£.¥ o @las 1, ISGConnectionString ul 4 99, CONNectionStrings cw.d 4 web.config Ll o e

DS il yg 1, ISGConnectionString ol .auS il g (ool oL 4y g s Slandas)
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names”[SGConnectionString™ comnectionStrings"Integrated SecuritysSSPI;Initial Catalog=I15G;Data Source={local)\MSSQL2919" providerNames"System.Dats.SqlClient™

0S5 1, SSL wlegass g 0o, sl |, ISGADMIN cyls 1IS Manager s o

—— s

Error Pages Fai
Reque

8 -

SSL Settings URLR

& st Settings
This s you modify the SSL settings for the content of a website or application. H
Require SSL @ Help

Client certificates:

S Jlesl iy JS5 Blla |, Sloglas SSL Settings s 5 o

O Ignore
O Accept
@® Require

Swles el SSL UK 5l eolawl Required SSL o5 S5 L ol -
DS ol |, Require o1 Client certificates jise ,o -
Awled Jlesl |y ol Apply 59, SASL LL 0 -

LSO oSS

3 REST slaaibeles 4y 1) Firebase (s ,,l5° olujson L ol e 5l a5 Sl y ply oISl 51 (gl0 0 040 & jg0 jo0 @

Awled Jaie )l 049 Web.config L a5 5 e ,0 SOAP

5o 1y Lasl o5 )0 o aclealss o pon; ized wiled oo oolw] HFaS Lasl a5 oloaslialsS gloil slao iy @

4S5 —was Local Machine « L ,» Certificate Store

5 1, by 5o Application Pool 4 o545 Restart |, Site )1 LS, Application L Site ,a ;o Sledas Jlel 5l @

Cal

VQ dxan

.35 Recycle
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