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Cryptographic Processing

e Asymmetric:
o RSA (1024 to 4096 bit)
Padding: PKCS#1 v1.5,
PKCS#1 v2.2 (OAEP, PSS)
o Diffie-Hellman
e  Symmetric:
o  AES (128 to 256)
o DES, 3DES (112, 168)
Modes:
ECB, CBC, OFB,
CTR,GCM
e Hash/Message Digest:
o MD5, SHA1, SHA2 (224, 256,
384, 512)
o HMAC, CMAC, MAC (ANSI
X9.9, X9.19)
e Random Number Generation:
o Hardware-based True Noise

Source
o NIST SP 800-90A compliant
CTR-DRBG
Performance

e Up to 4500 RSA-1024 signings/sec
e Up to 800 RSA-2048 signings/sec
e Up to 8000 AES-ECB Enc/Dec

e Dual LAN

e Multi-threaded APIs

e Multi-processed APIs

Programming Interfaces
e PKCS#11
e JavaJCA/JCE
e OpenSSL Engine
e  Microsoft .Net

Security
e  FIPS 140-2 Level 2, Level 3
compliances

e Physical tamper protection

e True Random Number Generation
e Backup of key material (M of N)

e Cloning (HSM to HSM)
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Operating Systems
e Linux/Unix
e Windows
Connectivity
e Ethernet 10/100/1000 mbps
e USB (Management)
e LED (Power, Tamper)
e LCD
e  PED (PIN Entry Device)

Physical Characteristics

Standard 2U rack mount chassis
Dimensions:
53 mm x42mm x 8.5 mm

Dual swappable AC power supplies
Weight: 12.7kg
Input Voltage: 100-240V, 50-60Hz
Power Consumption: 180W
maximum
Temperature: operating 0°C — 35°C,
storage -20°C - 60°C
Relative Humidity: 5% to 95%
(38°C) non-condensing

Usage

Public Key Infrastructure (PKI)
Payment and Bank's Switches (PIN
Translation, Mac Validation, PIN
Generation, ..)

Web/Application Server
(HTTPS/SSL/TLS)

Encryption and Decryption
Database Security, Transparent
Data Encryption

Smart Card/SIM Issuance

Ease of Management

Multiple Administrators per HSM
Device
Two distinct Users per HSM
Partition:

o Security Officer

o Normal User
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