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[ssue Certificate Sequence Diagram

K Post Office Shahkar Sabt ahval Face Auth Payment Issuer ]
CA  Service  Service Service Service Service Service TEE

Identity
Information

i €¢—Req Data Validation—
«—— Req Validate Id data
—————Validate Id Result————>

Req Validate mobile number
Validate Mobile Number Result———

A

Req Validate Z'ipcod..
Validate Zipcode Result: >

A

+—Data Validation Result-»:

««——Payment Cost of Cert/Auth

Payment Result

< Req Face Authentication
Face Authenticdtion Result: >
g Rea
Keypair
i Public >
Key
Generate
CSR

A

Request Certificate by CSR

Certificate:

Get
Assertion

;'_/

|| | Mobile/Tablet
. Environment
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0 3929 CS b il gy 2 g5 slaie (IS Gl ad 2 Cypie p Jlows lael IS S e
CA
%+ GetCAList
%+ GetCAProfilelnfo
% [sAvailable

Certificate

Registerlnfo
GetTrackingCodelnfo
IssueCertificateByTrackingCode
RevokeCertificate

IsApproved

RequestApprove
RecievedCertConfirmation

Ll S S S S S

Report
GetAllCert

GetAllMobileCert
GetUserCertHistory

IssuingReport
GetCredit

- =+ &
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cA) Cywca Af %u
1] AP|ML51)1.) U9 L)?.l
GetCAList API
Wil o gyie S i) o &Sl Sl SThe Cund b cps e oyl
Dy awpd o (gynie oS ol Slhe Sl cand ] (95 g Cunl gyt 1S el (63959

GetCAList API

Request
Method Get
Body Content-Type application/json
Encoding UTF8

IEUDICEN  Customercode=" s juioss™

Response
Status Code 200 Success / 401 Unauthorized
{
"IsSuccess": true,
"CAList": ],
"ErrorCode": 0,

"ErrorMessage":

}
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GetCAProfileInfo API
SIS o skl 1) aleS jgae 00 SO 3 ) oo S oolitul 4 e slebligy Cund Ao ]

Dy awpwd o 4 g ydie oS

GetCAProfilelnfo API

Request
Method Get
Body Content-Type application/json
Encoding [Nz

Parameters Customercode=", ¢ zass™

caName=" 5.0 i yo pL"
Response

Status Code 200 Success / 401 Unauthorized
{

"IsSuccess": true,

"Profile": [ {
"SubjectDNConfig": "",
"ProfileName": "",

"Price":,

"FaceAuth": true/false,

"InputType": "manually/card/mobile",
"Approval': false/true,

"Productld":,

"Description":

1,

"ErrorCode": 0,

"ErrorMessage":

}
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IsAvailable API

25 bl Jlb 98T o joio 550 S A8 o asidie e ()

Request
Method
Body Content-Type
Encoding
Parameters

Response
Status Code

=

IsAvailable API
Get
application/json
UTF8

caName=_jle 0 pb

200 Success / 401 Unauthorized
{

"IsAvailable": true/false,

"Description": "",
"ErrorCode": 0,

"ErrorMessage":

YAV dxio
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#Certificate$C & v AAE § %A

Registerinfo

Xl oo ol (glpanS Bl (6,88, U gl S g o) BlS slie o GleMbllanl wh alS céby gly
g Kals (ol cod Cogp il o gy Canl (Seo gyt 4 by Gloudals 4 angi b aie cpl )0 20 0 oliil pj

395 S8 S

Register AP|

Method
Body Content-Type

Encoding
Body

Request

Post

application/json

UTF8
{

"caName":"", ("O01" for test)
"customercode":"CustomerCode-LisenceNumber",

"orofileName":"",

"signature":

(Base64(Sign_RSAWIithSHA1(UnicodeByte(customercode+"-"+NationalCode))))
"personData":

{

"NationalCode":" 1o &5,

"Name":" )6 pb",

"LastName":" )b Sslgls pb",
"EnName":" w5l pl",
"EnLastName":" .Sl Solgls pb",
"FatherName":" ,y, pU"
"IsMan":true, »,, false ;
"PostalCode":" uwss™,
"Telephone":"slyon o loui",
"IsForeign":false,
"BirthCertificatelD":" doliwliss o lous",

"BirthDate":"yyyy/mm/dd", aueds b (oMo & Wy &6

"City":" yps",
"ProvinceName":" -lwl",
"TokenType":"USERGENERATED/P12",
"password":"cul elJIP12 g5, ladd",
"AgencySN":" sl oo/ (S plas o lows/ Slod dwlid',
"Email":" g Lz "

YASINY doio
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Response

Status Code 200 Success
200 Schema Boolean

{

IsSuccess = true/false,

TrackingCode = (5,5, S,

Description ="{
"FirstName":" )6 pb",
"LastName":" )b Sslgls pb",
"EnFirstName":" .Sl sL",
"EnLastName":" .Sl Solgls pb",
"City":" yus",
"ProvinceName":" -lwl",
"Provinceld":" -l 8™,
"FatherName":" ,y, pl",
"AgencySN"=" 39,5 jlads",
"CSR"="3g35 90 ",
"Certificate"=">s 5 & o0 "

I
"ErrorCode": 0,

"ErrorMessage":

}

bl il d g

ksl afoe cpl > Sle e plo g cuwl ilal ple (Hgs Sle 50 s liul g 0 pU g (S 7 )
5l e

Ao ol SleMbl b 28 S gy m bl o S SubjectDN » (dljl & (TrackingCode) (spSa, &8 =Y
ol bl ple (9> She 00 > £9590 (nl 98 (o Sl il (5SS

gy g (5Y 5 po)b 4 (SAIGE pl g pb a5 ay Culip > U 4 1) 38 gy bl Ojge 0 alg 0 Y
O 2 S Sialon <855 (8938 g b b Gl el 8l (93909 0 SleMBI (nl 23 4 Sl 5 390 0l Led &
o Bl ol 35 g CleMbl Sl 4 (gilo Ll 398 oo LI (aleS aie 4 j Cugn pMal alje s
g dplgd ytalae o Como 5 sl

axslis Dgd o B ke CST gcertificate >gp5  Adl atil dgng Jad 2l ( Sliie 38 gly &S Sjeo o -F
s Pl omd g G (RIS o als e pbxla gl o> wb Tyosr bl l b bl cogad al
b 1) sl 3 ]y aelialS ol Logas M5 doslin bl 05 Lo cdlyd wb sl dia o sl g 1S odlizl 1y
e sl Ll 1) ol cadlsd )3 Sl 8 sume g 038 bl 1y leb b alsS Lo
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GetTrackingCodelnfo
Wb S o p ]y 2l Lol ngs SleMbluie oyl

GetTrackingCodelnfo API

Request
Method Post
Body Content-Type application/json
Encoding UTF8
Body {
"nationalCode": " Lo &5,

"trackingCode": " ¢ S, 15,
"customercode": " CustomerCode-LisenceNumber",
"sign":
"(Base64(Sign_RSAWithSHA1(Unicode(nationalCode+trackingCode))))"
}
Response
Status Code 200 Success
200 Schema Boolean
{
"ResultCode": true,
"Description: "{\"Name\":\"\",
\"LastName\":\"\",
\"EnName\":\"\",
\"EnLastName\":\"\",
\"NationalCode\":\"\",
\"BirthCertificateID\":\"\",
\"FatherName\":\"\",
\"EnFatherName\":null,
\"IssueCardDate\":null,
\"Organization\":null,
\"EnOrganization\":null,
\"OrganizationUnit\":null,
\"EnOrganizationUnit\":null,
\"AgencySN\":null,
\"Affliation\":null,
\"EnAffliation\":null,
\"Issuerldentification\":null,
\"ValidityDuration\":null,
\"BirthDate\":\"\",
\"IsMan\":\"\",
\"City\":\"\",
\"EnCity\":null,
\"CustomizeI\":\"\",
\"Customize2\":null,
\"Customize3\":null,
\"Customize4\":null,
\"GUID\":null,

YA INY aoio
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\"EndEntityProfile\":null,

\"ExpirationEnglishDate\":null,

\"IsForeign\":false,
\"Country\":null,
\"Address\":\"\",
\"PostalCode\":\"\",
\"Telephone\":\"\",
\"ProvinceName\":\"\",
\"Provinceld\":}",
"Message": "Success"

}

ol \,

. ddpen S gl version Jase (g)ls aswd %
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IssueCertificateBy TrackingCode
Wl SRS g e (RIS (Sl (sl (Bl jghe Ca Lo )]

IssueCertificateByTrackingCode API

Request
Method Post
Body Content-Type application/json
Encoding UTF8
Body {

"caName":"",

"profileName":"",

"trackingCode":"",

"csr":"", (baseb4(csr))

"paymentld":"",

"signature":"", (Base64(Sign_RSAWIithSHA1(csr)))

"customercode":" CustomerCode-LisenceNumber ",
"password":"cusl LlJI P12 g5 ladd"
}

Response
Status Code 200 Success

200 Schema Boolean

{

IsSuccess = true/false,

Certificate = Base64(Certificate),

PaymentStatus=Payment Status,

Description = Error Description,

CN = Certificate CN,

IssuerName = Certificate Issuer,

ValidFrom = Certificate NotBefore,

ValidTo = Certificate .NotAfter,
"ErrorCode": 0,

"ErrorMessage":

}

Asb "none” las b oSt Jiie P12 kS g4 ot dn g
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RevokeCertificate
2050 “° u.{alﬁ JUa." s> L Q.Al

RevokeCertificate API

Request
Method Post
Body Content-Type EEs]ilecRdlelaVie]y
Encoding UTF8
Body {

"certificate": ", (base64(certificate))
"signature":"", (Base64(Sign_RSAWithSHA1(certificate)))

"customercode":" CustomerCode-LisenceNumber",
"revokeCertReason": 2

Response

Status Code 200 Success

200 Schema Boolean

{

"IsSuccess" = true/false,
"Description" = revokeDescription,
"ErrorCode": 0,

"ErrorMessage":

| Method]
| BodyContent-Type |
| Encoding|
- }
| Response |
| StatusCode|
| 200Schemal]
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IsApproved
Conl 003 2ol 3> (ppdn Cugr ) 4 il &S ol slite SO cugr GleMbl LT sh jaskis g e e ol SeSTL

IsApproved API

Request
Method Post
Body Content-Type application/json
Encoding UTF8
Body {

"trackingCode":
}
Response
Status Code 200 Success
200 Schema Boolean

{

"ResultCode": false/true,
"Description": "",
"Message": "Success/Unsuccess"

}

YA VA doxio



o] SigS Jlaiy &8 i 1Y+ )G RA (g g ywr (613 12 0 342 (glovid]

RequestApprove
S 5ypa> Cagp ] S de (al SeSTL 3> (9ax Cogn pla b o cul (al cdly oolite (05 sl

RequestApprove API

Request
Method Post
Body Content-Type application/json
Encoding UTF8
Body {

"nationalCode": " 1o .8",

"trackingCode": " 5 ,5a, 5™,

"customercode": " CustomerCode-LisenceNumber ",
"approver":"cleMbl suis sl pL",

"sign":"Base64(Sign_RSAWithSHA1(Unicode(nationalCode+

trackingCode +approver)))",
"approverSign":"Base64(Sing_CMSDetach(Unicode(nationalCode+

trackingCode +approver))),
"orderld":"cogn sl awlis"

Response

Status Code 200 Success
200 Schema Boolean

{

"ResultCode": false/true,

"Description": "",
"Message": "Success/Unsuccess",
"ErrorCode": O,

"ErrorMessage":

(—

Y

Gk 1y cledbl Wb sad o plxil 1y jlal (60,8 clb cpl ol ol (gyeas cugn jlnl > approverSign als -9
A8k b JBaks ol ppas e o il 3 nle Jlol g Lasl 568 b,
bl el SisS Jaly e b Cogr el pilKe l esliinl Ciygo o ks g il o g)lisl orderld Wls -Y

RO ALY
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RecievedCertConfirmation
il olie lhwy S a4 58 pMel jodo Sy & g o Mo (pl SeSTL LD plo Cuddge b aleS 4SOl )
Dyl wte Hluw leMbl gl Wb bl Cand ol o cpl gl ! sl i

RecievedCertConfirmation API

Request
Method Post

Body Content-Type application/json
Encoding UTF8
Body {

"certificate™:"",
"signature" : "(Base64(Sign_RSAWithSHA1(Unicode(certficate))))",

"customercode":" CustomerCode-LisenceNumber",

"trackingCode":

Response

Status Code 200 Success
200 Schema Boolean

{
"IsSuccess" = true/false,
"Description"="" ,
"ErrorCode": 0,
"ErrorMessage": ""

| Method |
| Body Content-Type |
| Encoding]|
- }
| Response |
| Status Code |
| 2005chema]

YAV aoin
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#Reporting Service$; W E Y2 A § %A
1l API )LQ> ‘_gl)‘.) M9 L)"‘

GetAllCert
D9 oo Cand yaul SgS Jla b3 Bl Sl SThe 008 S Jkd o (2] S wie pl SaSTL

GetAllCert API

Request
Method Get
tYeleVACCINCHIGRY M  application/json
UTF8
SerialNumber= 8gis ozl o dwld b dds ozl o o)lesd
Status Code 200 Success
200 Schema Boolean
I =7

Al 4zl ol (23 Gl s Cunl (Sen WS o il dilisee She SThe ) 1) CleMbl e ol a8 bl
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GetAllMobileCert
ol €l ol KBS aiy €848 IS jodo gy | ol 2S4S 35 S b gla alsS aldS ae ol S8

GetAllMobileCert API

Request

Method Get
Body Content-Type application/json
Encoding UTF8

LICIUEEEN NationalCode= (g lusl) 3,8 Lo &S
TrackingCode= (s)lisl) 2l (5pSn, S
CAName= (¢ lsl) asliunlsS jodo 840 plb
CustomerCode=( gl (s yuiio 55
Cosl (55 'L Caglgl g 13l o ol 5] ) (S 680y 0)led b Lo S 0
295 (o0 03 ales $Fpe0 o] slo 2l Lt a0 S50 pb 2 g
295 g0 030 [talad (gynde ] sl (oIS kb gyite S @ Sge

Response
Status Code 200 Success
200 Schema Boolean

35 sl (2l Cund

YAIVY dodno
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GetUserCertHistory
o1 by ool SbgS Jaiy S35 IS jodo gy ) o] 21 A28 Sl la ol 48 e ) SaSTL
2.39.\:3 & A:A.M.uj

GetUserCertHistory API

Request
Method Post
Body Content-Type application/json
Encoding UTF8
Body {

"SerialNumber": ", 3si> yasui Lo dwlis b 08 Lo oS
"customercode": " CustomerCode-LisenceNumber ",

"signature":
(Base64(Sign_RSAWIithSHA1(Unicode(SerialNumber+rnd)))),

Ilrndllzllll‘-;’éw‘ w) ‘_g:‘.
Response

Status Code 200 Success

200 Schema Boolean

{
"IsSuccess": true/false,
"CertList" :[
{
"ld";,
"TrackingCode":"",
"Status": "Registered/Issued/Revoked",
"Issuer™:"",
"Certificate":"",
"RegisterDate":"",
"IssueDate":"",
"RevokeDate":"",
1
1,
"ErrorCode":0,
"ErrorMessage":"",
}

YA VY s
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IssuingReport
a3l o oad Jbb b g osd plo wrd s clo 2l ] 55 cdbp cas te o)l

IssuingReport API

Request
Method Post
Body Content-Type application/json
Encoding UTF8
Body {

"reportkey":"", (gyiie & paxie gpS o) NS
"customercode":"CustomerCode",
"startdate":"yyyy/mm/dd",
"enddate":"yyyy/mm/dd",
"type":"PerCA/PerCA&Status/detail",

Ilidll:llumlf ‘_éﬁ.))"

Response
Status Code 200 Success
200 Schema Boolean

e 5 SeSis 4033 plo sba oS 38
Sl g 335 (o 2 290 Ver Ll i e (5wl L 4 detail b
398 Slody dame B als yo 310 b sl uagyw it cleMbl célys

(—
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GetCredit
b o oad Jbb b g osd plo wrd s clo I ] 55 il cas ae o)l

GetCredit API

Request
Method Post
HYeleVACCINCHIGRY M  application/json
Encoding UTF8
Body {

"reportkey":"", (syie @ 4 pasie £pS b5 XS
"customercode":"CustomerCode",

Response
Status Code 200 Success
200 Schema Boolean

{

"IsSuccess": true,
"Credit": "0",

"Description™:,
"ErrorCode": 0,

"ErrorMessage":
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