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n  EnterSafe PKI Manager - ePass3003 *

General Detalls Certification Path

g Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
» 2,16.364.101.1.1.2

*Refer to the certification authority's statement for details.

Issued to: Pendar Kooshk Imen [Stamp]

Issued by: General Governmental Intermediate Silver CA-G3

valid from 17aA/11/-5 to 1T49/11/+5

Install Certificate. .. Issuer Statement

O
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Security Warning
You are about to install a certificate from a certification
| authority (CA) claiming to represent:

Islamic Republic of Iran Root CA-G3

Windows cannot validate that the certificate is actually from
“Islamic Republic of Iran Root CA-G3". You should confirm its
origin by contacting “Islamic Republic of Iran Root CA-G3".
The following number will assist you in this process:

Thumbprint (sha1): 59356EA4 2299D6A1 OAF3244E E0821F49
EDAFSDCB

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

e | [CRe]

Security Warning

You are about to install a certificate from a certification
authority (CA) claiming to represent:

Islamic Republic of IRAN Root CA

Windows cannot validate that the certificate is actually from
“Islamic Republic of IRAN Root CA", You should confirm its
origin by contacting “Islamic Republic of IRAN Root CA", The
following number will assist you in this process:

Thumbprint (sha1): BE2E2AD3 BBA97B51 C00C9972 600817F7
174A9867

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes” you acknowledge this risk.

Do you want to install this certificate?

Security Warning
You are about to install a certificate from a certification
| authority (CA) claiming to represent:

JUD Root CA

Windows cannot validate that the certificate is actually from
“JUD Root CA". You should confirm its origin by contacting
“JUD Root CA". The following number will assist you in this
process:

Thumbprint (sha1): CBOE1FB3 2D740F0A 09EDF757 498E2D92
41ABBSE6

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you click
“Yes™ you acknowledge this risk.

Do you want to install this certificate?

Security Warning

You are about to install a certificate from a certification
authority (CA) claiming to represent:

TehranMunicipalityRootCA

Windows cannot validate that the certificate is actually from
“TehranMunicipalityRootCA". You should confirm its origin by
contacting “TehranMunicipalityRootCA". The following
number will assist you in this process:

Thumbprint (sha1): 805845F1 CO39D8F0 61629898 96E2F472
S8E1A1E2

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk. If you dick
“Yes” you acknowledge this risk.

Do you want to install this certificate?
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Windows Security X

Certificate Selection

Please Select a Certificate From Avalable Certs.
Pendar Kooshk Imen

Issuer: TestSubCA

Valid From: 5/30/2020 to 5/31/2020

Click here to view certificate properties

More choices

Pendar Kooshk Imen
Issuer: TestSubCA
Valid From: 5/30/2020 to 5/31/2020

PDFSigner
Issuer: TestSubCA
Valid From: 5/26/2020 to 5/27/2020
OK Cancel
Verify User PIN X

ﬁg MNow need verify your User PIN:

User PIN; [ *===

™ Enable soft keyboard

Login | Cancel
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EQ Scan with Windows Defender...
12 Share

Open with...

Give access to >

Restare previous versions

Send to >
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Create shortcut
Delete

Rename

Properties
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&% Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure netwark
connections. A certificate store is the system area where certificates are kept.

Store Location

() Local Machine

To continue, dick Next.

Mext Cancel

Ssles SIS NEXE" 435 (g, saze 0 ol 5o

X

€ ¥ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:Jsers\PKI\Desktop\Pendar Kooshk Imen.p12 Browse...

Note: More than ane certificate can be stared in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)

Microsoft Serialized Certificate Store ((S5T)

Mext Cancel
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SsS obsl | "Next" a5 Pl2 L je, g 3,05 5w

X

€ ¢ Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the passward for the private key.

Password:

[ Display Password

Import options:

[[]Enable strong private key protection. You wil be prompted every time the
private key is used by an application if you enable this option.

[IMark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security{Non-exportable)

Indude all extended properties.
Mext Cancel

Ao les &AS"NEX'["@}? S5y yo 0y (ol yo

X

€ 4 Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

O}

() Place all certificates in the following store

Browse...

Mext Cancel
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€ ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

iCertificate Store Selected; Automatically determined by the wizard
Content PFX

File Name C:\Wsers\PKI\Desktop\Pendar Kooshk Imen.p12

Finish Cancel

8¢ ca 03ls Liales "The import was successful” slas 5009 oulS (35 10 lsS juel CuBidge 65,13 L

Certificate Import Wizard >

o The import was successful,
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Certification 5w 4 0)lg oo jokiie opl Gl a5 8505 low ladsl (T 00iS jolo o4 sleiiel 5550 5 b 2l
Sges dxxl e calgS Path

9o S e co5 oS ple Sl (2195 j900 35 pe by el SBSS Jlany asl algS 45T 08 (o0 onalin pj pgal )
O-\.Z.SS)QLo Ll )‘ w‘fLu Sl 00 )QLA st.m (S0 Py QL\.».QJC‘ S50 H9duo )5}40 &S.:a .\.\SGA gMJLd M) LSN;

ges Slotel yal SbgS oy algS 4 5 (o 15T

n EnterSafe PKI Manager - ePass3003 X

General Details Certification Path

Certification path

_ﬁJ Islamic Republic of Iran Root CA-G3
{51 General Governmental Intermediate Silver CA-G3
i--[5;] Pendar Kooshk Imen [Stamp]

View Certificate

Certificate status:

!This certificate is OK,
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